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Ban Quy ché chung thyc nay duge viét dua theo RFC 3647 vé “Khung quy ché ching
thuc va chinh sach chung thu s6”, déap ung theo tiéu chudn trong Thong tu sd
31/2020/TT-BTTTT cta Bo Thong Tin va Truyén Théng (TTTT) ban hanh ngay 20
thang 10 nam 2020.

Ban Quy ché chimg thuc nay hoan toan phu hop véi “QUY CHE CHUNG THUC MAU
CUA TO CHUC CUNG CAP DICH VU CHUNG THUC CHU KY SO” duoc quy dinh
tai Phu luc III trong Théng tu sb 31/2020/TT-BTTTT cia B6 Thong Tin va Truyén
Thong (TTTT) ban hanh ngay 20 thang 10 nam 2020.
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1. Giéi thi¢u

e Lién minh chau Au d3 duva ra khai niém chit ky dién t&r dugc tao ra boi “Thiét bi
tao chir ky s tir xa”, diéu d6 co nghia thiét bi tao chir ky khong con 1a thiét bi ca
nhan dudi sy kiém soat vat 1y ctia ngudi dung, ma dugc thay thé bang cac dich vu
dugc cung cap va quan 1y boi nha cung cap dich vu duge ching nhan. Theo thdng
tu s6 16/2019 — BTTT dé cho phép ngudi ky chir ky dién tir dugc uy thac cho mot
bén tht ba, mién 13 t6 chitc d6 c6 cac co ché va thu tuc thich hop dam bao rang
ngudi ky c¢6 quyén kiém soat duy nhat ddi véi viée str dung dir liéu lién quan dén
viée tao chir ky dién tir va dap tng cac yéu cau lién quan dén viée tao chit ky dién
tr. Theo nghia nay, Bkav Remote Signing véi tu cach 1a nha cung cap dich vu
chtng thuc dién tir, du diéu kién cung cp, quan 1y moi truong tao chir ky dién tir
thay mat cho nguoi ky.

e Trong dich vu nay, dé dam bao chir ky dién t&r nhan dugc sy cong nhan phap 1y
gidng nhu chit ky dién tir dugc tao ra trong méi trudng do ngudi ding quan 1y
hoan toan, Bkav Remote Signing ap dung cac quy trinh cu thé dé dam bao an ninh
vét Iy va hanh chinh, st dung cac hé thong va san pham déng tin cy, bao gom ca
dién tir an toan va cac kénh giao tiép, moi truong tao chir ky dién tir dang tin cay
va dam bao rang moi truong duge st dung dudi sy kiém soat duy nhét cia ngudi
ky. Viéc cung cap chir ky du diéu kién dugc tao boi thiét bi phai tuan tha cac yéu
cau ap dung cho cic nha cung cap dich vy nhan du diéu kién trong thong tu
16/2019 - BTTTT.

e Nguoi dung dich vu 1a ¢4 nhan s¢ hitu dién thoai thong minh, may tinh bang hoac
thiét bi di dong khac.

1.1 Tong quan

e Tai li¢u bao gém cac chinh sach bao mat, thuc tién va yéu cau cua Bkav Remote
Signing, v6i tu cach 1a nha cung cap dich vu ching nhan du diéu kién cung cap
dich vu chir ky s tir xa. Quy ché ching thuc va chinh sach dap tng cac yéu cau
dic tinh k¥ thuat ETSI 119 431 — 1, ETSI 119 431 — 2 va cic tiéu chuan CEN EN
419 241 -1. Cac thanh phan diéu khién thiét bi tao chit ky dién tir tir xa (QSCD /
SCDev) va cac thanh phan hd tro dich vu tao chir ky duoc sir dung. Viée sir dung
cac thanh phan diéu khién QSCD tuan theo cic quy dinh trong thong tu 16/2019 —
BTTTT vé viéc tao chir ky sb tir xa. Cac yéu ciu dya trén chinh sach, quy trinh
duoc néu trong ETSI 319 401, cac yéu cau ching nhan lién quan trong ETSI EN
319 401, ciing nhu cac yéu cau dugc néu trong CEN EN 419 241 — 1.
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e Bkav Remote Signing cung cép dich vu chit ky dién tir tir xa, hoat dong nhu mét
nha cung cép dich vu cung cdp ung dung ky mdy chi/ ky tir xa (SSASP) va nha
cung cap dich vu cung cp tng dung tao chir ky/tao chir ky tir xa (SCASP).

e Cac yéu cau dugc dap Gmg boi thanh phan dich vu tmg dung ky may chii (SSASC)
phu hop v6i co céu td chire, quy trinh hoat dong, co s& vat chit va moi trudng giao
tiép ciia Bkav Remote Signing. Ngoai cic yéu cdu vé chinh sach bao mat Bkav
Remote Signing dugc ap dung chung khi st dung SSASC kiém soat thiét bi tao
chit ky tir xa (SCDev), Bkav Remote Signing ciing 4p dung cac yéu ciu cu thé lién
quan dén viéc sir dung thiét bi tuan thu thong tu 16/2019 - BTTTT. Thanh phan
dich vu bao gdm ung dung kY (SSA) va QSCD/SCDev. Cac yéu cau vé chinh sach
bao mat dugc mo ta lién quan dén cac yéu cau dbi véi viée tao, duy tri va quan ly

vong doi cua cac khoa ky duoc sir dung dé tao chir ky dién tu.

e Cac yéu cau duoc dap tng bdi thanh phan dich vu tng dung tao chit ky dién tir
(SCASC) phu hop vdi cac yéu cau cua chinh sach bao mat Bkav khi st dung thanh
phan hd tro dich vu tao chit ky s AdES phuc vu tng dung tao chir ky. Trong
truong hop nay, d6 13 Ung dung Tao Chit ky (SCA). SCASC co cac két ndi véi
céc dich vu (chimg nhan) bén ngoai ¢d thé két ndi muc dich cung cép thong tin
can co trong chir ky. SCASC két ndi voi thanh phan dich vu tmg dung ky may cha
(SSASC) bang cac giao thirc truy cap. Bkav str dung céc giao thirc két ndi SCASC
hodc SSASC phu hop véi1 ETSI TS 119 432. Tai liéu nay mo ta cac bién phap
kiém soat cu thé duoc yéu cau dé giai quyét cac rai ro cu thé lién quan dén viéc

cung cép dich vu tao chit ky.

e Bkav Remote Signing cung cap dich vu tao chit ky dién tir tir xa phi hop véi cac
yéu cau cua thong tu 16/2019-BTTTT vé chit ky dién tu, dua trén ching chi
X.509. Piéu quan trong nhét 1 ngudi ding va cac bén tin cdy phai 1am quen véi
cac muc tiéu va vai tro cta Chinh sach va Thyec tién vé kha ning ap dung cta dich
vu ndy va dé nguoi dung dich vu thém tin tuéng. Cac mdi quan hé giita Bkav
Remote Signing va ngudi dung s& duoc diéu chinh boi thoa thuan va gia cia dich
vu duoc bao gdm trong biéu gia Bkav Remote Signing. Tai liéu nay dugc ciu trac
phu hop véi khudn khéd duoc xac dinh béi IETF RFC Khuyén nghi 3647 Khung
quy ché chting thuc va chinh sach ching thu” RFC 3647

1.2 Tai li¢u tham khao
e CEN EN 419 241-1 “Trustworthy Systems Supporting Server Signing - Part 1:

General System Security Requirements”;
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e CEN EN 419 241-2 “Trustworthy Systems Supporting Server Signing - Part
2:Protection profile for QSCD for Server Signing”;

e ETSI TS 119 431-1 “Policy and security requirements for trust service providers;
Part 1. TSP service components operating a remote QSCD/SCDev (remote
signing)”;

e ETSI TS 119 431-2 “Policy and security requirements for trust service providers;
Part 2: TSP service components supporting AJdES digital signature creation”;

e ETSI EN 319 411-1 “Policy and security requirements for Trust Service Providers

issuing certificates. Part 1: General requirements”;

e ETSI EN 319 401 “Electronic Signatures and Infrastructures (ESI); General Policy

Requirements for Trust Service Providers”;

e ETSI TS 119 101 “Electronic Signatures and Infrastructures (ESI); Policy and
security requirements for applications for signature creation and signature

validation”;

e ETSI TS 119 102-1 “Electronic Signatures and Infrastructures (ESI); Procedures
for Creation and Validation of AdES Digital Signatures; Part 1. Creation and

Validation”;

o |[ETF RFC 3647 “Internet X.509 Public Key Infrastructure Certificate Policy and

Certification Practices Framework™
1.3 Tén va diu hiéu nhin dién tai liéu
e Tai liéu nay 1a Quy ché chirng thuc Bkav Remote Signing.
1.4 Céc thanh phan trong hé thong dich vu chirng thwe chir ky so
1.4.1 BkavCA

e BkavCA Ia dich vu chtng thuc chit ky s6 cong cong cia CONG TY CO PHAN
BKAV

1.4.2 Bkav Remote Signing

e Bkav Remote Signing (BRS) la dich vu tao chir ky tir xa theo chuan Chau Au dap
ung thong tu 16/2019 BTTT

e Tai lidu Quy ché chung thuc Bkav Remote Signing tap trung cho giai phap tao chix
Ky s6 tir xa
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1.4.3

1.4.5

1.4.6

Registration Authority (RA)

RA (Registration Authority) la thanh vién cua Bkav Remote Signing, cé nhiém vu
quan |y thué bao, nhan va duyét cac don dang ky sir dung ching thu sb.

Ban than Bkav Remote Signing ciling 1a mot RA.

Thué bao

Thué bao cua Bkav Remote Signing la cac d6i tuwong so hitu chung thu sé do
BkavCA ban hanh

Bkav Remote Signing dam bao chi ngudi ky c¢6 du diéu kién méi co quyén truy
cap khoa ca nhan dam bao quyén kiém soét truy cap duy nhét.

Nguoi ky ¢ thé 1a: C4 nhan, t6 chiic

Ngwoi nhan

La dbi twong tin tuong chimg thu s6 hay mét chix ky sé duoc cung cap boi Bkav
Remote Signing. Nguoi nhan co thé hoic khong 13 mot thué bao cua Bkav Remote
Signing.

Cic ddi twong khac

Ngoai Bkav Remote Signing, RA, thué bao va ngudoi nhan, Bkav Remote Signing
khong quan 1y ddi twong nao khac.

Bkav sir dung cac nha thau phu va nha cung cép dich vu nhu trung tam dir liéu
chuyén biét dé dat may chu va thiét bi mang dang tin cdy va an toan, nha cung cap
hé théng va dich vu ddm may, dich vu CNTT va cac nha cung cép khac. Khi lIam
viéc voi cac nha thau phu va nha cung cp, Bkav yéu cau ho tuin thi nghiém ngat

cac quy trinh, phu hop véi quy dinh.

1.5 Muc dich sir dung chirng thu s6

1.5.1 Muc dich sir dung chirng thw s6

Thué bao duoc sir dung chimg thu s6 vao cac muc dich duge quy dinh boi trudng
“Muc dich sir dung” (KeyUsage) trong chtng thu sb.

Muc dich sir dung khong bi cdm bai phap luat, chinh sach ching thu sb cia
ROOtCA, chinh sach ching thu s va quy ché chtng thuc ctia BkavCA va thoa
thuan cua thué bao voi BkavCA

1.5.1 Cam sir dung chirng thw s6 vao nhirng muc dich sau

Chung thu s6 chi dugc sir dung ding v6i muc dich ma ching thu sé d6 dugc cap
phat.
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e Chimg thu sb do BkavCA cip khong dugc sir dung vao cac muc dich nhu dam bao
an ninh cho linh vuc hat nhan, hé théng diéu khién vii khi. ..

e Chimg thu s6 do BkavCA cip khong duoc sir dung ngoai muc dich dan su nhu
trong linh vyc an ninh, quan sy, dam bao an ninh quéc gia.

e Ching thu sé do BkavCA cip khong dugc sir dung vao cac muc dich vi pham
phap luat.

e Chimg thu sb cua thué bao BkavCA khong duoc sir dung lam chimg thu s6 cua
CA khac

1.6 Quan ly quy ché chirg thuc
1.6.1 Té chirc quan ly
e Codng ty C6 phan Bkav
e Tang 2, toa nha HH1, khu d6 thi Yén Hoa, phuong Yén Hoa, quan Cau Giay, Ha
Noi.
1.6.2 Lién hé
e Phutrach Bkav CA
o Giam d6c Ban Khach hang doanh nghiép: Nguyén Kho Din.

o Email: dinnk@bkav.com

e COng ty Co phan Bkav
o Tang 2, toa nha HH1, khu d6 thi Yén Hoa, phuong Yén Hoa, quan Cau Giay,
Ha Noi
o Email: Bkavca@bkav.com
o biénthoai: 84 - 4 - 3763 2552

1.6.3 Cong nhin sw phu hop ciia quy ché ching thue

e Bkav Remote Signing PMA (Policy Management Authority) xac nhan su phu hop
cua quy ché chang thyuc nay.

e Bkav Remote Signing PMA la ngudi dimg dau hé thong Bkav Remote Signing.
1.6.4 Thit tuc phé chuin quy ché chirng thue
e Sy phé chuan duoc thuc hién boi Bkav Remote Signing PMA.
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e Cac thay doi, cdp nhat cua quy ché chimg thuc duoc ghi lai, cong bd tai
https://remotesigning.bkavca.vn/CPS.pdf

e Quy ché chinmg thuc ban méi nhat duoc lwu triv  tai
https://remotesigning.bkavca.vn/CPS update.txt

1.7 Cac dinh nghia va tir viét tat

e Chi tiét trong Phu luc
2. Trach nhiém lwu trir va cong bo thong tin
2.1 Luwu trir

T6 chtrc cung cap dich vu ching thuc chit ky sé ¢6 trach nhiém luu trit thong tin, bao
gom:

e Luu trir va sir dung théng tin cua thué bao mot cach bi mat, an toan va chi dugc sir
dung thong tin nay vao muc dich lién quan dén chtng thu sé.

e Luu trir diy du, chinh xac va cap nhat thong tin cua thué bao phuc vu viéc cap
chang thu sé trong suét thoi gian ching thu sé ¢6 hiéu luc va trong thoi gian it
nhat 05 nam, ké tirkhi chtg thu sé hét hiéu luc.

e Luu trit diy du, chinh xé4c va cap nhat danh sach cac ching thu sé cd hiéu luc,
dang tam ding va di hét hiéu luc va cho phép, huéng din ngudi st dung Internet
truy nhap truc tuyén 24 gio trong ngay va 7 ngay trong tuan.

e Luu trit todn bo thong tin lién quan dén viéc tam dinh chi hoic thu hoi gidy phép
va cac co 6 dit lidu vé thué bao, chimg thu sé trong thoi gian it nhat 05 (nim)
nam, ké tir khi gidy phép bi tam dinh chi hoic thu hoi.

2.2 Cong bd thong tin

e Bkav Remote Signing duy tri va cong bé dia chi luu trit cho phép ngudi nhan truy
nhap céc thdng tin vé trang thai va cac thdng tin khac caa chang thu sé.

o Bkav Remote Signing cong bd thdng tin chung thu sé cua khach hang tai dia
chi https://directory.bkavca.vn. Viéc tra cuau thong tin tai dia chi nay duoc
thuc hién thdng qua cong két ndi trung gian dé dam bao an toan. Chi tiét
huéng dan tra cau qua trang chua https://bkavca.vn/chu-ky-so/huong-dan-tra-
cuu-thong-tin-chung-thu-so/624

o Thong tin ching thu sé Bkav Remote Signing con han bi thu hdi duoc cong
bé tai dia chi:_http://crl.Bkavca.vn/BkavRemoteSigning.crl
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e Bkav Remote Signing ludn cong b phién ban hién tai caa chinh sach ching thu
s6, quy ché chirng thyc, thoa thuan thué bao, théa thuan ngudi nhan va chinh sach
bao mat tai: https://Bkavca.vn/

e Bkav Remote Signing cdng bé théng tin CA tai: https://Bkavca.vn/

e Dbia chi truy cdp OCSP Responder cua Bkav Remote Signing:
http://ocsprs.Bkavca.vn

2.3 Thaoi gian, tan suit cong bd thong tin
Bkav Remote Signing cong bd va duy tri thdng tin 24 gio trong ngay va 7 ngay trong
tuan cac thong tin quy dinh tai muc 2.2 va cap nhat cac thdng tin nay trong vong 24 gio
khi c6 sy thay doi.

e Quy ché chirng thwrc: duoc cap nhat theo phan 11.12.

e Théa thuan thué bao, théa thuan ngwoi nhan: duoc cap nhat khi can thiét.

e Chirng thwr s6: duoc cong bé khi chimg thu sé duoc ban hanh.

e Trang thai chieng thw s6: duoc cong bd ngay lap tic 18n OCSP Responder.

e Danh sach chirng thwr s6 bi thu héi: duoc cap nhat hang ngay.
2.4 Kiém soat truy nhap thong tin

e Bkav Remote Signing khéng gidi han viéc truy xuat chinh séch chang thu sd, quy
ché chang thuc, chung thu sd, thdng tin trang thai chimg thu sé hay danh sach
chang thu sé bi thu hdi.

3. Nhén dang va xac thuc yéu ciu xin cap chirng thw s6
3.1 Pit tén trong chirng thur sb

e Ngoai nhiing truong hop ngoai 1¢é dugc chi ra trong chinh séch chimg thu sb, quy
ché chiing thuc, tén trong chimg thu s6 do BkavCA cip phai duoc kiém tra tinh
xac thuec.

3.1.1 Quy dinh cac kiéu tén

e Chung thu sb chta mot tén dung dé phan biét véi cac chimg thu sé khac
(Distinguished Names — DN) theo chuan X.501 trong truong Issuer va Subject.
Céc thugc tinh trong mot DN ma BkavCA sir dung dugc mo ta trong bang dudi

day:
Thugc tinh Gia tri
Quoc gia (C) Hai chit cai chi tén quoc gia theo ISO, Viét Nam duogc ky hiéu
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la “VN”

T6 chuc (O)

Tén t6 chtrc ma d6i twong sé hitu ching thu s6 thudc.

B6 phén to chirc (OU)

Bd phéan thudc t6 chirc (O) ma dbi tuong s& hitu ching thu %)
thudc

Tén Tinh, Thanh phd tryc thudc trung wong ma ddi tugng s

Tinh/Thanh Pho (S) hitu chimg thu s6 thudc.

Quan/Huyén (L) Tén Quén, Huyén ma d6i twong sé hitu chimg thu sd thudc.

Tén thuomg goi (CN) Tfn d6i tugng so hitu chimg thu so, tén mién néu 1a ching thu
s0 SSL

Dia chi email (E) Dia chi email cua ddi turgng so hiru ching thu sb
M3 dinh danh cua doi tugng so hitu chimg thu so. Doi véi ca
nhan M3 s dinh danh s& 1a s6 CMND. Bdi véi co quan to chire

Mai duy nhat (UID) | c6 M sb thué, Bkav sé& sir dung Ma s6 thué 1am M3 dinh danh.

D061 v6i co quan td chirc nha nude khong c6 Ma so6 thu€, Bkav

s€ su dung Ma ngan sach lam Ma dinh danh.

3.1.2

3.1.3

3.1.4

DN trong chimg thu s ¢6 mét thanh phan 12 CN (Common Name - tén thuong
goi). CN trong chtng thu sé cua c4c t6 chic ¢ thé 1a tén mién, tén phap ly cua to
chac hay tén caa dai dién dugc ty quyén cua to chie d6. CN trong ching thu sb
cta nguoi dung ca nhan la ho tén trong chirng minh thu nhan dan ctia ngudi dung
d6. CN duogc kiém tra tinh xac thuc trong qué trinh cip ching thu sd.

Quy dinh yéu cau d6i véi tén

Tén trong ching thu s6 do BkavCA ban hanh cho phép xac dinh dwgc nhan dang
ctia dbi twong so hiru cua chimg thu so.

Quy dinh ca phap dinh dang tén

Chung thu s6 khong duoc sir dung biét hiéu hozc nac danh cho tén.

Viéc sir dung biét hiéu hoic nac danh cho tén trong chimng thu sé chi dugc thyuc
hién khi c6 yéu cau cua phap luat. Khi nay, noi dung tén s& khdng phai kiém tra.
Quy dinh tinh duy nhét cia tén

Tén (DN) cta thué bao 1a duy nhat trong BkavCA. Mot thué bao c6 thé cé nhiéu
chang thu s6 vai ciing DN.

Nguoi gui don xin cap ching thu sé khong duoc sir dung nhitng tén vi pham
quyén s& hiru tri tué. Néu c6 su tranh chap xay ra vé s hitu thi BkavCA sé& ¢6
quyén thu hoi, tam ding chang thu sé hay loai bo don xin cap chimg thu sé ma
khong phai chiu trach nhiém phép ly.
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3.2
3.2.1

3.2.2

3.2.3

Xac minh dé nghi cap chimg thu s6
Phwong thirc chirng minh sw s& hitu khoa bi mat
Nguoi gui yéu cau xin cap chimg thu sé phai chitng minh quyén sé hitu khéa bi
mat tuong (ng voi khéa cong khai trong chtng thu sb. BkavCA sir dung
PKCS#10 chirng minh quyén sé hitu khda bi mat.
Khéa bi mat cua khach hang dugc luu tap trung trén server
Xac thwe nhin dang cia to chirc

Khi c6 mét yéu cau ding ky chimg thu sé nhan dang cho té chtc, thdng tin nhan
dang cua t6 chie d6 duogc xac minh. BkavCA s& xac minh cac thong tin bat budc
sau:

o Théng tin x4c dinh sy ton tai cua to chic, gom co: tén té chic, gidy chang
nhan diang ky kinh doanh hodc gidy phép hoat dong, dia chi.

o BkavCA, hoic cac RA cia BkavCA thuc hién xac thuc nhan dang cua to chic
theo cac théng tin néu trén.

o Khi chimg thu sb cua té chic ¢ chira tén ca nhan lam dai dién, can thuc hién
c4c thu tuc xac thuc sy uy quyén nhu 3.2.5.

o Tén mién hay email chaa trong chimg thu sé khi can xéc thuc ciing duoc xac
minh vé quyén s hitu cia to chirc véi tén mién, email d6. Tén mién duoc xac
thue dua vao gidy ding ky tén mién hoic thong qua co s& dir liéu cua nha
cung cap tén mién. Pia chi email duoc xac thuc bang cach yéu cau tra 1oi lai
email da duoc gui tir BkavCA.

Xac thuc nhian dang cua ca nhan

Khi c6 mot yéu cau dang ky chung thu sé nhan dang cho ca nhan, thong tin nhan
dang caa ca nhan d6 dugc xac minh. BkavCA s& xac minh céc théng tin bat budc
sau:

o BkavCA, hoic cac RA cua BkavCA dé thuc hién xac thuc nhan dang cua cé
nhan théng qua mot trong cac giay to sau: chirng minh thu, ho chiéu, so yéu ly
lich c6 xac minh caa chinh quyén.

o Hb so xin cap gom co:
= Pon xin cap ching thu (theo mau ciia BkavCA)

= Giéy to xac thuc nhan dang ca nhan
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(@)

3.2.4

3.25

3.3

3.3.1

= Céc gidy to lién quan (néu co)
Quy trinh xéc thuc nhan dang cta ca nhan ding ky chimg thu sé nhu sau:
= Ngudi ding ky ndp hd so cho BkavCA/RA.

= BkavCA/RA x4c minh thong tin trén hd so vé6i cac théng tin trén Gidy to

xac thuc nhan dang ca nhan.

Théng tin thué bao khong dwoc kiém tra

Thong tin thué bao khong duoc kiém tra gom:

o B6 phan t chic - Organization Unit (OU)

o Nhiing thong tin khac dugc chi dinh 1a khong duoc kiém tra trong chung thu
s6

Xac thue sy iy quyén

Khi chimg thu sb cua to chirc ¢ chira tén c4 nhan lam dai dién, can thuc hién céc

tha tuc Xac thuc su ty quyén, cac tha tuc xac thuc nay bao gom:

o Xac thuc su ton tai caa to chire nhu 3.2.2.

o Xac thuc ca nhan nhu 3.2.3 va xac thuc su uy quyén cua to chuc dbi vai ca
nhan d6 bang giay uy quyén. Trong mot sé truong hop can lam rd, BkavCA sé
xé&c thuc bo sung bang cach goi dién hoic xéac thuc truc tiép tai té chuc vé cé
nhan do.

XAc minh dé nghi thay doi cip khoa

Trudc khi mot chiang thu sé hét han, thué bao can c¢6 mot ching thu sé mai. Lam

mai ching thu s ¢6 thé ¢ 2 trudng hop:

o Sinh mot cap khda mai thay thé cap khoa trong ching thu s6 da hét han (doi
khoa - rekey).

o Tao chimg thu s6 mgi cho mét cap khoa dang t6n tai (gia han - renewal).

Trong phan 3.3, thuat ngir 1am méi dugc ding thay thé cho ca doi khoa va gia han

ching thu.

Nhin dang va xac thwe yéu ciu lam méi thong thuwong

Thoi han xin 1am méi cia thué bao: tir 90 ngay trude khi ching thu sé hét han cho

t6i 30 ngay sau thoi diém chimg thu sé hét han. Sau 30 ngay hét han ching thu s6,

yéu cau 1am mai chimg thu sé s& khong duoc chap nhan, thué bao phai thuc hién

lai cac budc nhu dang ky moi.
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3.3.2

BkavCA hoic RA cd trach nhiém xac thuc yéu cau lam méi cua thué bao sau khi
nhan don xin lam mai. BkavCA sir dung mot trong hai phwong phap xac thuc lam
can ctr dé chap nhan mot yéu cau lam méi.

o Chiing minh quyén s hitu khda bi mat: thué bao sir dung chimg thu s cua
minh dé guri yéu cau gia han 18n Bkav, khi thué bao yéu cau lam méi chtng
thu s6 y8u cau nay ngay lap tic dugc Bkav chap nhan.

o Sir dung phuong phap xac thuc: Thué bao phai tra lo1 ding toan b cac cau hoi
xéac thuc dé duoc BkavCA chap nhan yéu cau l1am méi chimg thu sb.

Sau khi xé4c thuc, BkavCA ban hanh ngay ching thu sé méi cho thué bao.

Sau khi ban hanh chtmg thu s méi cho thué bao, BkavCA hoiac RA xac minh lai

nhan dang caa dbi tuong yéu cau lam méi ching thu s6 va cac thong tin lién quan:

o BkavCA hoic RA lién lac voi thué bao hoic dai dién duoc uy quyén néu 13 to
chic thong qua dién thoai, email, thu tin hay cac phuong tién khac dé khang
dinh lai chinh thué bao da yéu cau lam mai chimg thu s6. BkavCA ciing xac
minh lai d6i tuong yéu cau lam méi c6 phai la thanh vién cia té chirc nhu
trong thong tin dang ky ban dau hay khong.

o Néu tén dic trung (DN) trong ching thu s6 chira tén mién, BkavCA kiém tra
thong tin tén mién théng qua dir liéu cua cac nha cung cip tén mién tuong
ung.

o BkavCA kiém tra lai sy ton tai cua to chirc thong qua co so dit liéu cua céc
don vi quan 1y nha nude (Co quan thué, S& Ké hoach Pau tu).

Nhin dang va xac thue yéu ciu lam méi sau khi thu hdi

Nhan dang va xac thuc dugc thuc hién thdng qua viéc sir dung bo cau hoi xac

thuec.

Thué bao khong duoc phép lam méi ching thu sé sau khi bi thu héi néu ly do thu

hoi chimg thu sb 1a mét trong cac nguyén nhan sau:

o BkavCA phét hién it nhat 1 thong tin can xac minh trong ching thu s khong
dang.

o Chimg thu s duoc st dung trong cac hoat dong pham phép, cac hoat dong c6
thé anh huang téi uy tin ciia BkavCA.
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3.4 XAc minh dé nghi thu hoi ching thw s6

e Khi c6 mét yéu cau thu hdi chimg thu sb tir thué bao, BkavCA hoic RA s& tién
hanh xé&c thyuc thué bao guri yéu cau thu héi. Thi tuc xéac thuc yéu cau c6 thé st
dung mot trong hai phuong phap sau:

o Str dung chit ky s6: BkavCA nhan mot théng diép tir thué bao yéu cau thu hoi
chung thu sb, yéu cau thu hdi nay dugc ky bang ching thu sé di dugc cap.
Néu chir ky dung, chimg thu sb s& bi thu hdi ty dong.

o Bkav s& xac nhan lai yéu cau thu hdi chimg thu sé cua khéach hang, qua thong
tin lién hé khach hang da cung cap, khi dang ky cap ching thu sd.

e Sau khi xac thuc, BkavCA sé& tién hanh xac thuc bd sung bang cach lién lac véi
d6i tuong yéu cau thu hdi dé dam bao chac chan rang chinh thué bao da yéu cau
thu hdi ching thu s6. Ty tirng hoan canh, viéc lién lac nay co thé thong qua dién
thoai, email, thu tin hay théng qua cac phuwong tién truyén théng.

e RA sir dung hé théng quan ly ching thu sé ¢6 thé dé trinh nhiéu yéu cau thu hoi
tGi BkavCA mat lic. Mdi yéu cau sé duoc xac thuc théng qua chir ky sé ciia RA.
4. Cac yéu cau dodi véi vong doi hoat dong ciia Khéa va chirng
thw so thué bao
4.1 Yéu ciu cip chirng thu so
4.1.1 Ai c6 thé giri ding ky cAp chirng thu so
e Cac d6i twong sau co thé guri dang ky cap ching thu sd:
o Dai dién cua cac RA/CA cua BkavCA.
o Canhan, dai dién cua to chac xin cap ching thu sb.
4.1.2 Piang ky cap ching thw s6 va trach nhiém ciia cic bén
4.1.2.1 Chirng thw s6 ciia thué bao ca nhan, to chirc

e Thué bao 1am thu tuc va ky mot thoa thuan véi BkavCA, cac diéu khoan va cam
két trong thoa thuan dugc mé ta trong phan 11.6.3.

4.1.2.2 Ching thu s cia RA

e Dé dang ky cap ching thu so tir BkavCA, RA phai thyc hién viéc ky hop dong véi
BkavCA va tién hanh cac thu tuc dang ky cap chung thu sé twong ty nhu cac thué
bao.
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e BkavCA s& t6 chirc nghi 18 sinh khda cho RA.

e Tréch nhiém caa RA dwogc lam rd trong phan 9.6.2.
4.2 Xirly yéu cau cap chimg thu sb
4.2.1 Nhan dang va xac thuc

e BkavCA/RA s& thuc hién nhan dang va xac thuc moi théng tin trong yéu cau cap
chang thu s6 dwoc chi rd trong phan 3.2.

4.2.2 Duyét ding ky cap chirng thw s6
e BkavCA/RA chip nhan mot don ding ky néu cac diéu kién sau day thoa man:
o Moi théng tin can xac thyc duoc nhan dang va xac thuc dang.
o Céac khoan phi can thiét ¢a nhan duoc tir dbi twong dang ky.
e BkavCA/RA khdng chip nhian don don ding ky néu:
oMbt trong cac thong tin can xac thuc dugc nhan dang va xéc thuc sai.

o Nguoi ding ky khong cung cip du tai liéu xac minh thong tin da ké khai trong
don dang ky.

o Bkav/CA chua nhan duoc day du phi tir nguoi dang ky

o Chimg thu s6 c6 kha niang duoc sir dung trong cac hoat dong pham phéap va
cac hoat dong c6 thé anh hudng téi uy tin cia BkavCA.

4.2.3  Thoi gian xir Iy ding ky cAp ching thw s6

e Thoi gian xtr Iy mot yéu cau cap chimg thu s6 duge quy dinh trong ban thoa thuan
gitra thué bao véi BkavCA.

4.3 Cap chirng thuw sd
4.3.1 Vaitro ciia BkavCA trong tién trinh tao chirng thw sé

e Chung thu sé dugc ban hanh sau khi BkavCA/RA chap nhan don xin cap ching
thu s tryc tiép tir thué bao hoic théng qua RA. BkavCA ban hanh cho thué bao
mot chimg thu s6 dya vao nhimng thong tin trong don xin cap chimg thu sé.

4.3.2  Thong bao cho thué bao khi BkavCA di tao xong chirng thw sb

e BkavCA sau khi ban hanh chimg thu sé cho s& thong bao cho thué bao (truc tiép
hoic gian tiép thdng qua RA). Thué bao c6 thé 1y dugc ching thu sé bang céch:

o Tai vé tir trang Web cuia BkavCA.
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o Trén cac ung dung Bkav Remote Signign, Bkav Token Manager
4.4 Xac nhan va cong bd cong khai chirng thwr so
4.4.1  Cach thirc thé hién sy chip nhian mot chirng thw s ciia thué bao

e Thué bao thé hién sy chap nhan mot ching thu sé khi xac nhan théng tin trén
chung thu s phu hop véi thong tin thué bao. Viéc xac nhan nay duoc BkavCA
thuc hién qua email hoac trén ung dung Bkav Remote Signing. Thong tin xac
nhan caa thué bao duoc luu trix trén hé théng.

4.4.2 BkavCA cong bd ching thw s6

e Sau khi thué bao chap nhan chimg thu s6 (4.4.1), BkavCA s& cong bo ching thu
s6 khi thué bao str dung ung dung Bkav Remote Signing

e Chung thu sé sau khi dugc ban hanh s& dugc cong bé trén Web cia BkavCA va co
so dir liéu LDAP.
443 Thong bao sw ban hanh chirng thu s6 cho cic d6i twong khac
e BkavCA s& thdng bao vé viéc chimg thu sé dugc ban hanh cho RA da chip nhan
don xin cap chimg thu s twong Gng.
45 Sir dung cip khéa va ching thu sé
451 Sir dung ciia khéa bi mit va chieng thu so
e Chung thu s6 va khda bi mat trong Gmg dugc phép sir dung néu thué bao da dong
y thoa thuan véi BkavCA va da chap nhan chang thu s6 duoc ban hanh.

e Chung thu sé can duoc sir dung hop phap, phi hop véi thoa thuan véi BkavCA,
Vi cac diéu khoan cua chinh séch ching thu s6, quy ché ching thyc ciia BkavCA.
Muyc dich sir dung chimg thu sé phai nhat quan véi pham vi st dung dugc phép
cua ching thu s6 d6 (quy dinh trong truong KeyUsage trong chimg thu s6). Vi du,
néu khong co chirc nang “Digital Signature” thi chimg thu s6 d6 khong duoc sir
dung dé ky dién tir.

e Céc thué bao c6 trach nhiém bao vé thiét bi xac thuc. Ching thu s6 khong thé sir
dung khi thu hoi hoac hét han.

45.2 Khoéa cong khai va pham vi sir dung
e D¢ tin tuong vao chung thu sd, ngudi nhan can dong y véi cac diéu khoan cua
thoa thuan véi BkavCA
e Ngudi nhin can dya vao cac thong tin sau dé danh gia sy tin cay cua ching thu sd:
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o Muc dich str dung cua chung thu sé thé hién trén chimg thu sb (trong trudng
KeyUsage).

o Muc dich st dung cua ching thu sé thé hién trong céc tai liéu: thoa thuan thué
bao, quy ché ching thuc, chinh sach chimg thu so.

o Trang thai cua chung thu sd: kiém tra trang théi thu hdi ciia chimg thur s ciing
nhu cc chimg thu sé khéc trong chudi ching thu sb.

4.6 Gia han chirng thw so

4.6.1

4.6.2

4.6.3

4.6.4

4.6.5

4.6.6

4.6.7

Gia han chtng thu sb 12 qua trinh ban hanh mét ching thu sé mai cho thué bao ma
ngoai thoi han sir dung ching thu s, moi thong tin khac trong chimg thu sé déu
khong thay doi.

Cic tinh hudng gia han chirng thw sb

Truéc khi hét han, thué bao can phai gia han ching thu sé dé duy tri st dung
chang thu s6. Mot ching thu s ciing c6 thé duoc gia han sau khi hét han.

Ai ¢6 thé yéu cau gia han ching thu so
Chi ddi tuong ding ky ching thu sé méi ¢d quyén yéu cau gia han ching thu sb
do.

Xir Iy yéu cau gia han chirng thw s6
BkavCA/RA tién hanh x4c minh yéu cau gia han chtng thu s6 nhu trong phan 3.3.

Néu thong tin thué bao khong thay doi, ching thu sé méi cia thué bao s& duoc
ban hanh ngay sau khi BkavCA nhan duoc yéu cau ma khéng can co sy hién dién
vat ly caa thué bao tai BkavCA hoic RA.

Thong bio s tao chirng thu s6 méi cho thué bao

Thong bao vé viéc ban hanh chimg thu s6 méi khi gia han cho thué bao ciing
giong nhu thong bao khi ching thu sé dugc cap méi 4.3.2.

Chip nhén chirng thw s6 méi 9
Tuong ty phan 4.4.1.
Cong bd chirng thu s6 méi dwoe tao béi CA
Tuong ty phan 4.4.2.
Théng bso tao chirng thu sé6 méi cho cac ddi twong khac
Tuong tu phan 4.4.3.
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4.7 Thay ddi cip khoa ciia thué bao

4.7.1

4.7.2

4.7.3

4.7.4

4.7.5

4.7.6

4.7.7

Déi khoa 1a qua trinh ban hanh ching thu s6 méi véi mot cap khéa méi, théng tin
khac trong chung thu sb khéng bi thay doi. Déi khéa dugc hd tro cho moi loai
chung thu sb.

Cic tinh hudng déi khéa
Chung thu s6 hét han hozc thu hdi
Theo yéu cau cia nguoi dung hoic co quan nha nuéc

Trong trudng thué bao nghi ngd bi 16 khda bi mat, thué bao can yéu cau thu hoi
khoa cii va d6i khda méi dé duy tri gia tri sir dung cua chimg thu sd.

Ai ¢6 thé yéu cau doi khéa
Chi d6i twong ding ky chimg thu sé méi c6 quyén yéu cau doi khoa cua ching thu
S

Xir Iy yéu cau doi khoa

BkavCA/RA tién hanh xac minh yéu cau doi khoa ching thu sd nhu trong phan
3.3.

Néu thong tin thué bao khong thay doi, ching thu sé méi cia thué bao s& duoc
ban hanh ngay sau khi BkavCA nhan duoc yéu cau ma khéng can co sy hién dién
vat ly cua thué bao tai BkavCA hoic RA.

Thong bao s tao chirng thw s6 méi cho thué bao
Thong bao vé su tao chimg thu s6 mai cho thué bao giéng mo ta trong phan 4.3.2
Chip nhén chirng thu sé doi khéa
Tuong ty phan 4.4.1
Cong bd chirng thu s6 d6i khéa boi CA
Tuong ty phan 4.4.2.
Théong bso d6i khoa cho cac ddi twong khac

Tuong ty phan 4.4.3.
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4.8 Thay ddi thong tin chirng thw s6

4.8.1

4.8.2

4.8.3

48.4

4.8.5

4.8.6

4.8.7

Cic tinh hudng thay ddi thong tin khac ciia chirng thu s6

Khi thong tin chimg thu sé can thay doi, trir nhimg treong hop da néu trong 4.6 va
4.7

Yéu ciu thay ddi chirng thu s6
Xem phan 4.1
Xir Iy yéu cAu thay d6i chirng thu s6

BkavCA hoac RA sé thuc hién nhan dang va xac thuc moi thong tin thué bao dugc
y&u cau trong phan 3.2.

Thong bso chirng thw s6 méi cho CA
Xem phan 4.3.2

Chap nhén chirng thu s méi dwoc thay doi
Xem phan 4.4.1

Cong bd chirng thw s6 méi thay doi boi CA
Xem phan 4.4.2

Thong bao cho cac dbi twong khac

Xem phan 4.4.3

4.9 Tam dirng va thu hdi ching thu s6

49.1

Cic tinh hudng thu hdi chirng thu s6

Yéu cau thu hoi chimg thu sé s& dugc xir 1y khi thué bao hay cac ddi tuong cé
tham quyén (BkavCA, RA) yéu cau. Néu chang thu s bi thu hoi, théng tin ching
thu s bi thu hoi s& duoc cong bd 1&n danh sach chimg thu sé bi thu hdi (CRL) va
OCSP. Khi nhan yéu cau thu hdi tir mot thué bao cho ching thu s ctia minh,
BkavCA s& thu hoi ching thu sb sau khi xac minh.

Chung thu s6 bi thu hdi trong nhiing truong hop sau:
o Khéa bi mat cua thué bao c6 chung thu s bi 16.
o Thoa thuan véi thué bao két thic truge thoi han.
o Théng tin trong chimg thu s sai khac so véi thyc té.
o Thué bao vi pham théa thuan da ky véi BkavCA.
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o Chimg thu s c6 tén mao danh hoic vi pham quyén s& hitu tri tué.

o Ngudi dugc cip chimg thu sé dai dién cho t6 chirc khdng con l1am viéc trong
t6 chirc d6 nira.

o Chimg thu sb di duoc tao ra khdng tuan theo nhitng thu tuc duoc yéu ciu boi
quy ché chting thuc nay.

o Chimg thu s6 duoc sir dung sai muc dich, voi muc dich bi cAm hoic véi céc
muc dich gdy anh huong khong tét téi BkavCA.

e Khi xem xét viéc str dung chtng thu sé ¢6 gay anh huong khong tét ¢én BkavCA
hay khdng, BkavCA/RA s& xem xét dya trén nhiing yéu tb sau:

o S lugng phan nan nhan duoc.

o Muc d6 tin cay cua théng tin phan nan.

o Céc phan nan lién quan nhiéu dén cac yéu t6 phap luat (vi du: lira dao).

o CO phan nan vé thiét hai gay ra do viéc sir dung chimg thu sé cua thué bao.
e BkavCA sé& thu hdi mot chimg thu sé cua quan tri vién khi két thac nhiém vu.

o Khi khoa bi mat cua thué bao bi mat/16 hodc nghi ngd bi mat/1o, thué bao phai bao
ngay lap tirc cho BkavCA.

e Khi BkavCA/Thué bao xac dinh khoa thué bao bi 16 thi BkavCA sé& thuc hién:
o X&c minh véi thué bao vé viéc 16 khoa.
o Thu héi ching thu sé cua thué bao.
o Kiém tra x4c minh anh huéng dén cac thué bao khac (néu co).
4.9.2  Ai co thé yéu ciu thu hoi chirng thwr s6
e Ddi véi chig thu sb cua thué bao:
o Thué bao ding ky chimg thu sé c6 quyén yéu cau thu hdi chimg thu sd.
o BkavCA/RA c6 quyén yéu cau thu hdi chimg thu s ma né da duyét cho thué
bao do.
e B0 Thong tin va Truyén thong c6 thé yéu cau thu hdi ching thu s néu nhu hd so
khong day du.
4.9.3  Thi tuc thu hoi chitng thuw sé

e Trugc khi thu hdi chimg thu sd, BkavCA xéac thuc yéu cau thu hoi tir thué bao
bang céch:
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4.9.4

o St dung chit ky s6: BkavCA nhan mot thdng diép tir thué bao yéu cau thu hoi
chung thu s6, yéu cau thu hdi nay dugc ky bang ching thu sé di dugc cap.
Néu chir ky dung, chimg thu sb s& bi thu hdi ty dong.

o Sir dung bo cau hoi xac thuc: néu thué bao tra 1oi ding cac cau hoi xac thuc,
qua trinh thu hdi ching thu sé s& duoc thyuc hién.

Ngoai ra, BkavCA xac thuc bd sung bang cach lién lac véi thué bao dé chic chin

rang chinh thué bao d6 da yéu cau thu hoi ching thu sé. Ty tirng hoan canh, viéc

lien lac nay c6 thé thong qua dién thoai, email, thu tin hay théng qua cac phuong
tién truyén thong khac.

BkavCA s& xac thuc nhan dang cua quan tri hé thong thong qua xac thuc chit ky

s6 truge khi cho phép thuc hién chirc nang thu hoi.

RA str dung hé thong quan Iy chang thu sé dé chuyén cac yéu cau thu hoi toi

BkavCA. Mdi yéu cau dugc xac thuc qua mot chir ky cua RA.

Thoi han giri yéu cau thu hdi chimg thu sé

e Thué bao s& giri yYeu cau thu hoi ching thu s ngay 1ap tac khi phét hiét hay nghi

4.9.5

4.9.6

ngd khoa bi mat bi mat/1o.

Quan tri hé thong BkavCA/RA s& guri yéu cau thu hoi chimg thu s6 ngay khi nhan
dugc yéu cau tir thué bao hoac nhan sau khi xac thyc théng tin phan nan.

Thoi gian bat dau xir 1y yéu ciu thu hdi chirng thw s6 ciia CA
BkavCA s& xir ly ngay khi nhan duoc yéu cau thu hoi chig thu sb.

Kiém tra trang thai thu hoi

e Ngudi nhan s& kiém tra théng tin trang thai chimg thu s, thdng qua CRL hoic

4.9.7

4.9.8

OCSP. BkavCA duy tri va cong b dia chi luu trir cho phép nguoi nhan truy nhap
c4c thdng tin vé trang thai va cac thong tin khac cua ching thu sé nhu 2.2

TAin suat cong bo CRL méi

CRL cho chtng thu sé cua thué bao dwoc cip nhat it nhat mot ngay mot lan.
Chung thu s6 hét han sé bi loai khoi CRL.

Giéi han tré cho CRL

CRL duoc cdng bd ngay 1ap tic sau khi duoc tao ra.

28



Cong ty c6 phan Bkav

4.9.9 Kiém tra trang thai chirng thw s truc tuyén

e Thong tin thu hdi va trang thai ching thu sé duoc cong bd qua trang Web va
OCSP nhu trong 2.2.

4.9.10 Yéu ciu kiém tra trang thai thu hdi truc tuyén

e Ngudi nhan phai kiém tra trang thai caa mot ching thu sé néu mudn tin tuong.
Viéc kiém tra trang thai chimg thu sé duoc thuc hién théng qua OCSP Responder.

4.9.11 Cac dang thong tin trang thai thu hoi khac

e BkavCA khdng sir dung dang thdng tin trang thai thu hdi nao khac ngoai CRL va
OCSP.

4.9.12 Yéu cau dic biét khi khoa CA bi mat hoic 19
e Khi khoa bi mat BkavCA bi mat/Io hoac nghi ngd mat/lo, BkavCA thuc hién:
o Lap tc bdo cho RootCA vé viéc bi mat/lo hoac nghi ngo mat/lo khoa.
o Tam ding cap phét chimng thu s cho téi khi ¢ két qua xac minh.
o Thuc hién theo hudng dan cia RootCA néu bi mat/lo khoa.
4.9.13 Cic tinh hudng tam dirng chimg thu s6
e BkavCA khéng cung cap dich vu nay
49.14 Ai ¢6 thé yéu ciu tam dirng chirng thw s6
e Khong d6i twong nao cd thé yéu cau tam dirng ching thu s6
4.9.15 Thi tuc tam dirng chirng thu s6
e Khdng c6 tha tuc tam dirng chimg thu sé
4.9.16 Gi6i han xir Iy tam dirng chirng thu s6

e BkavCA khong cung cip dich vu tam dirng chimg thu s6, khong co quy dinh vé
gidi han xtr Iy tam dirng chimg thu sd.

4.10 Kiém tra trang thai chirng thw sé
4.10.1 Pic diém

e Trang thai cua ching thu sé dugc cong bé qua CRL (Web hoic LDAP) va OCSP
responder
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4.10.2 Tinh siin sang ciia dich vu

Dich vu trang thai ching thu s6 duoc duy tri 24/7. Néu c6 gian doan s& cd thdng
bao trudc 24 gio.

4.10.3 Tuy chon dic biét

4.11

4.12

OCSP la dich vu tuy chon.

Cham dit dich vu ciia thué bao

Két thac thué bao chimg thu s ¢6 hiéu lyc trong cac trudng hop sau:

o Thué bao di hét han ma khong lam mdéi.

o Thu héi chimg thu sé xay ra ma khdng xin cap mot chimg thu sé méi.
Thu tuc thu hdi chtng thu sb:

o Tham chiéu muc 4.9.3

Luu trir va phuc hdi khéa bi mat ciia thué bao

Hién tai, BkavCA khong thuc hién viéc luu trit khoa bi mat cua thué bao cling nhu
cung cap dich vu phuc hdi khéa. Khéa bi mat duoc bao quan boi chinh thué bao.
Tuy nhién, co ché ndy hoan toan c6 thé thay d6i, phu thuoc vao yéu cau cua luat
phép.

5. Céc yéu ciu véi Bkav Remote Signing

5.1 Yéu cau chung

Bkav ap dung mét sd yéu cau chung:

Bkav ap dung bd quy ché ching thyc phu hop véi chi ky dién tir tir xa. D6i véi
mdi dich vu chimg nhan dugc cung cép va mdi chimg chi duoc cép, Bkav da cong
bd trén trang web cua minh mot chinh sach va thyc hanh véi cac s6 nhan dang
ching chi.

Ban quan 1y ctia Bkav phé duyét cac quy ché va cong bd, théng bao cho nhan vién
va cac bén lién quan

Tai liéu nay mo ta cac quy ché va thu tuc duoc sir dung dé giai quyét cac yéu cau
duogc xac dinh véi chinh sdch Bkav hién hanh

Bkav cong bo tai liéu trén trang https://remotesigning.bkavca.vn

Tai li€u da dugc phé duyét boi bd phan quan ly Bkav
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e Ban quan ly Bkav quan ly thuc hién viéc ap dung chinh sach

e Quy trinh danh gid va bao tri dugc thuc hién it nhét 1 nam 1 1an

e Tai liéu dugc cap nhat khi c6 thay d6i, dugc ban quan Iy phé duyét va xuét ban
trén website cua cong ty

e Viéc xuét ban Quy ché va chimg thuc dwoc ap dung ngay lap tirc

e Trong trudng hop céc to chic lién két véi Bkav, nghia vu cac bén cling nhu chinh
sach va thong 1¢ khac duoc ap dung sé dugc thoa thuan st dung Chir ky s6 tai
https://remotesigning.bkavca.vn/thoa-thuan-su-dung

5.2 Yéu ciu véi SSASC

Bkav ap dung cac yéu cau sau khi cung cap dich vu Thanh phan tmg dung may chua ky
sO:
e Do dai khoéa va thuat toan ma hoa theo thong tu 16/2019 — BTTT
o Do dai khoa cuia ching thu s6 CA: 2048 bit d6i voi RSA
o Thuat toan bam: SHA-256, SHA-384 va SHA-512
o Do dai khoa cho viée tao chit ky thong qua hé thong Ha tang khoa ky:
2048 bit doi vaoi RSA
o Thuat toan bam: SHA-256, SHA-384 va SHA-512
e Toan bo chinh sach va quy ché dugc ap dung 24/7/365 trén website Bkav. Tai liéu
bao gém thong tin nhay cam nhu thong tin an ninh khong duge cong khai.
5.3 Yéu ciu véi SCASC

Bkav ap dung mét s6 yéu cau khi cung cip thanh phan dich vu tng dung tao chir ky sb
(SCASC) theo tiéu chuan ETSI TS 119 431 — 2:

e HO tro module RESTful v6i giao dién ETSI TS 119 432. Két ndi giita Server
Signing Module (SCASC) va SAM+CM (SCDev) sir dung co ché an toan, bao
mat dua trén chir ky sb.

e Hién thi dit lidu ky t6i nguoi ky dam bao co ché Nhitng gi nhin thay 1a nhiing gi
ban ky.

Céac tng dung tich hop BkavRemote Signing phai dam bao:

e MO ta cac thong tin dugc giri cho nguoi dung dé xac nhan dir liéu duoc ky trén
van ban.

e Khi trinh bay tai liéu cho nguoi ky can néu rd loai ndi dung nao s& dugc trinh bay

chinh xac.
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e Khi trinh bay dit liéu ky cho nguoi ky, giao dién s& canh bao nguoi ky néu né
khong thé trinh bay chinh xéc tit ca cac phan dit lidu ky theo loai noi dung dit lidu.
e Khi trinh bay dir li€u cho nguoi ky, s€é c6 mot quy trinh lam viéc trong do6 néu rd

cho ngudi ky ring nguoi ky déng v voi viée ky vin ban.

6. Kién tric Bkav Remote Signing
6.1 Thong tin co ban

Kién triic Bkav Remote Signing 4p dung gom 2 thanh phan méi trudng chinh: méi trudng
ngudi bao mat, khoa ky va méi lién két cta cac khoa véi ngudi dung duoc bao vé. Moi
truong ding va méi trudng duogc bao vé. Moi truong duge bao vé bao gdm cac thiét bi
méat mi dat tiéu chuan CEN EN 419 221 — 5. Mai truong dugc bao vé dugc Bkav quén ly
theo chinh sach ngudi dung 1a cuc b ddi véi ngudi ky va viée bao vé do ngudi dung chiu
trach nhiém.

6.2 M6 hinh ap dung

Bkav cung cap dich vu tao chit ky tir xa bang hé théng ky s6 may chi dang tin cay
(TW4S) phu hop véi cac yéu cAu bao mat chung cua tiéu chuan EN 41 241 — 1. Hé thong
dugc dat trong moi trudng an toan bao gém cac yéu cau, tha tuc va tai liéu bao mat vat ly
duoc cung cép dich vu tao chir ky dién tur tir xa.

Bkav Remote Signing trién khai theo mé hinh SCAL 2: Cac khoa ky dugc sir dung voi

murc do tin cdy cao trong su ki€ém soat duy nhat cia nguoi ky:

32



Cong ty c6 phan Bkav

Signature Creation Application (SCA)
Document & Signed Document DTBS/R & Signature value

Signer ] I TSP protected environment (TW48S)
Environment

l Tamper protected environment ‘

Signer Server Signing
' Interface Application (SSA)
J <
ignature Activation Protocol (SAP) =

_q Signature activation WEE'I_ SCDev
Document Signature Activation Data (SAD) ‘HSM)
Preview

Data to be signed DTBS/R

(o} Signer authentication SCAL2

M - Signing Key ID

Signer

Local Remote

Registration & certification issuance

DPé dat duoc SCAL 2, SAM quan 1y viéc st dung SAD dé cung cdp “quyén kiém soat
truy cap duy nhat”. Khoa ky dugc SAM quan 1y bang giao thirc kich hoat ky so (SAP).
Thong qua giao thirc nay, mic do bao mat tuong tu cho “quyén kiém soat truy cap duy

nhat” dat duoc nhu mirc d6 bao mat cua QSCD.

Céc chirc nang chinh cua hé théng TW4S:
e Tao khoa ky trong SCDev va cung cap viéc st dung
e Quan ky khoa ky — x6a khoa, sao luu, du phong trong SCDev
e Xac thuc ngudi dung cho viée ky sd
e Tao chit ky trong SCDev sau twong tac iy quyén
Pé dat SCAL 2, can thém mét sd diéu kién sau
e Sir dung thanh phan SIC tao lién két giita ngudi ky va hé théng ky sé thdng qua
SAP
e St dung SAM trong moi trudng chéng gia mao va chiu trach nhiém cho viéc thuc
thi SAP. SAM bao gdm cac chirc nang chinh sau:

o Cung cdp dit liéu cho viéc tao SAD trong mdi trudng chdng gia mao khi
SAD khong tao béi SIC
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o Quan 1y, xac thuc SAD cho viéc kich hoat stir dung key

o Quan Iy cac nhan té x4c thuc nguoi dung véi key ky va tao key ky
TW4S sir dung SAM, module mat mé dé tao key ky va tao ra gia tri chir ky. TW4S bao
gd6m tmg dung may cha ky s6 (SSA), va thiét bi tao chit ky (SCDev).
SCDev 1a thiét bi dugc kiém soat boi SAM trong méi truong chdng gia mao. Module st
dung SAD dugc truyén théng qua SAP dé dam bao muc d6 tin ciy cao viée st dung khoa
ky duédi su kiém soat ctia ngudi ding. SSA st dung SCDev dé tao, duy tri va st dung
khoa ky.
TW4S bao gdbm moi truong cuc bd va moi truong tir xa. Nguoi ky st dung moi truong
cuc bo, tuong tac théng qua cac thiét bi (laptop, tablet va mobile) voi img dung ky sb
may chii (SSA) tir xa dé str dung dich vu SSA. SSA chuyén tiép thong tin giita SIC hoic
SSA t6i QSCD. Bén trong QSCD, SAM xac thuc SAD, néu thanh cong, SAM cho phép
kich hoat ky sb va tao gia trji chir ky. Gia tri duoc tra lai SSA va dugc chuyén lai Ung
dung tao chir ky s tir xa (SCA) hoic SIC. TW4S cung cap 3 dich vu sau: xac thuc nguoi
dung, xac thuc khoa Ky, tmg dung tao chit ky chiu trach nhiéu tao tai liéu da ky bang cac
gia tri chit ky do TW4S cung cap.
SAD duoc tao truc tiép hoac gian tiép khi dudi sy xadc nhan nguoi dung. Tinh bao mat va
toan ven cua khoa ky dugc SCDev dam bao. SAP 1a giao thirc nguoi Ky thong qua SIC va
TW4S giao tiép tao SAD. SAP xéc thuc ngudi ding, xac thyc tinh ding din cia yéu cau
chit ky v6i SAD, tinh hop 18 cua khoa ky di chon va dam bao an toan véi tit ca thanh
phan SAD. SCDev duoc kiém soat boi SIC théng qua SAP va dam bao hé théng ky sd
hoat dong dudi quyén kiém soat duy nhat cta ngudi dung. Hé thong cho phép ky sd hang
loat bang cach sir dung nhiéu DTBS/R trong mot SAD.
SIC 1a thanh phan duoc quan 1y boi tmg dung duoc cai dit trén thiét bj di dong, dam bao
quyén kiém soat duy nhét ctia nguoi dung. SIC 13 thanh phan thiét yéu trong hoat dong
cua SAP cho viéc tao chir ky boi1 SSA. SIC tham gia toan by trong qua trinh xac thuc
nguoi dung va tao SAD.
SAM 14 phan mém st dung SAD dé dam bao khoa ky dugc sir dung voi mirc do tin cdy
cao nhat dudi sy kiém soat cia ngudi ky véi SCAL 2. SAM hoat dong trong moi trudng
chéng gida mao va dat dugc ti€u chuan, SAM chiju trach nhiém cho viéc thuc thi SAP.
SAM cung cﬁp cac thanh phﬁn: tao SAD, tao va kich hoat ky $0.
SCA 1a thanh phan tGng dung tao tai liéu ky sb st dung chit ky sd duoc tao boi Thanh
phan dich vu may chu ky s6 (SCASC). SCA quan Iy dit liéu ky sb va truyén dit liéu cho
SSA. SCASC la thanh phﬁn hd tro tao chir ky, va thuc thi cac qué trinh tao chit ky, SCA
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c6 thé tuong tac véi SSASC dé tao yéu cau gia tri chir ky. SCA nhén dir liéu duge ky va
cac tham s khac bao gdm chimg thu sé ctia ngudi ding ciing nhu ddu vao va dau ra.

Moi truong chdng gia mao TSP dugc kiém tra theo cac yéu cau ddi véi hoat dong an toan
ctia hé théng méy chua ky sb. Hé théng bao vé cic cudc tin cong internet va céc tién trinh
két ndi hé théng véi moi truong bén ngoai. Méi trudng nguoi ky 1a cuc bo va ngudi ky
chiu trach nhiém cho viéc bao v¢. Moi truong nguoi ky bao gém cac thanh phén: chuan
bi dir li¢u ky, dinh dang chir ky va SIC. SIC dugc st dung boi nguot ky dé tao mébi lién
két gitra nguoi ky va toan bo hoat dong ky duogc kich hoat thong qua SAP.

6.3 Khoa mat ma
Bkav st dung hé théng khéa mat ma dam bao tinh toan ven, bao mat cia dir liéu trong hé
thdng. Cac khoa mat ma bao gdm:

e Khoa ky nguoi ding: yéu cau mirc d6 bao mat cao.

e Khoa ha tang: yéu cau mic do bao mat cao nhung do tinh phan phdi nén tinh

nhay cam thap hon khéa ky nguoi dung.
e Khoéa kiém soat: dugc sir dung boi hé théng TW4S dé quan 1y nguoi dung, tinh
bao mat thip hon va duoc sir dung boi cac bén tin tudng cd vong doi ngan hon

e Khoa phién: sir dung cho céc giao dich ngin han
Khoa bi mat dugce tao ra trong SCDev vo1 muc do an toan dat EAL 4 hodc cao hon.
Protection Profile ctia module mat ma dat yéu cau tiéu chuan EN 419 221 — 5. Thuét toan
va do dai khoa str dung c6 trong thong tu 16/2019 BTTT. Bkav khong st dung bét ky
khéa bi mat ma khong duoc bdo bé vdi SCDev. Khi khoa can thiét duoc s dung bén
ngoai SCDev, Bkav Remote Signing dam bao tinh an toan va toan ven cta khoa bi mat,
moi truong dat muc an toan tuong duong hodc cao hon SCDev. SCDev dugc khoi tao
trude khi sinh khoa ky.
Bkav dam bao toan bd cac ban sao luu, luu trir, khoi phuc dugc thuc hién bdi cad nhan
dugc iy quyén, Master Key ding dé bao vé khoa ky dugc luu bén ngoai SCDev ¢ dang
duoc bao vé.
Bkav dam bao khoa duoc phan phdi qua kénh an toan. Khoa bi mat duoc thay ddi khi
thuat toan va do dai khoa c6 nguy co mat an toan.
Khoa ky khong duoc luu trit, duge hity khéa khi chimg thu s6 lién két bi hét han, theo
yéu cau ciia ngudi dung, hodc su lién két khoa giita ngudi dung va khoa ky khong dugc
duy tri sau khoang thoi gian. Viéc hity khoa dam bao toan bo cac ban sao luu déu duoc
hay va khdng c6 thdng tin nao cé thé st dung dé tao lai khoa.
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6.4 Yéu cau vé dinh danh va xic thue

Bkav ap dung cac yéu cau sau:

e Pinh danh va xéc thyc duoc ap dung cho ngudi duge ty quyén, han ché quyén

truy cap va st dung TW4S

e TWA4S yéu cdu mdi ngudi dung dinh danh va xéc thyc thanh cong trudce khi c6 bat

ky hanh dong nao thay mat cho ngudi dung hoac vai tro nguoi dung dam nhan

e Xac thyc lai khi ding xuét khoi hé thong

e Bkav sir dung két hop céc dit liéu xac thuc khong thé du doan

e Co ché phién chdm dat néu thiét bi ngudi dung khong duoc gidm sat, sau mot

khoang thoi gian khong ho

at dong

e Néu nguoi dung khong duoc xac thuc thanh cong dat ngudng, TW4S ngan chan

viéc xac thyc tiép theo cho dén khi quan tri vién mo khoa cho ngudi dung hoic trong

mot khodng thoi gian.

6.5 Chirc niing tao chir ky so

MOoi truong tao chit ky s bao gdm nguoi ky, img dung chuyén doi (DA/DIS) va hé thong

tao chit ky sd
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Hé thdng tao chit ky s6 (SCS) bao gdm tng dung tao chir ky s (SCA) va thiét bj tao chit
ky s6 (SCDev). SCA 1a dich vu cia SCASC. SCS nhén dir liéu can ky sd, ciing véi cac
dir liéu khac tir DA. SCS tao dit liéu can duoc ky s6 (DTBS) va dinh dang (DTBSEF).
SCDev luu trit chimg thu 6, cac di lidu tao chit ky, xac thuc ngudi ky va tao chit ky sb.
Bkav str dung nhiéu cach khac nhau dé thuc hién cac thu tuc tao chir ky, nhu phén mém
mg dung trén may tinh c6 giao dién ngudi dung dd hoa, dich vu web hodc tng dung
web...

Qua trinh tao chit ky dugc kiém soat bang cac thu tuc rang bude. Bkav str dung céc chinh
sach va 4p dung cac bién phap kiém soat cu thé cho viéc tao chit ky, DA cung cip céac
rang budc bd sung cho SCA thong qua cac tham sé do tng dung hoic ngudi ky lua chon.
Nhitng rang budc ndy c6 anh hudong dén qué trinh tao chit ky va két qua tao, cic rang

budc:

e Su dung chinh sach tao chit ky

e Dit liéu duge kiém soat cu thé trong hé théng

e Céc rang budc bo sung cho SCA bang cac tham sé do tng dung hoic ngudi ky
SD 1a tai liéu can duogc ky s0, 1a tai lidu c6 thé ¢ dinh dang c¢6 thé xem nhu tai liéu vin
ban, tin nhin hodc tép tin, coO thé chinh stra. SD ¢6 thé & dinh dang nhu PDF, XML...

SDR duoc str dung dé tao ra chir ky s6. SDR duoc cung cép bai DA té1 SCA. Khi SD
khoéng cung cip bai DA, SCA sé tinh toan SDR tir SD. SDR thudng 1a ma bam cua SD.

DTBS l1a dit liéu dugce tao thanh tir cac dbi tuong thong tin dai dién, bao phu chir ky.
SCDev st dung DTBSR, va cac thuat toan theo quy dinh tao chit ky so.
SDO bao goém chir ky sd va cac tham sb chit ky ciing c6 thé bao gdm mdt s tham s6

khac khong duge ky s6

6.5.1 Thugc tinh chir ky

Thugc tinh Y nghia
Signing Certificate Thudc tinh lién két ching thu s6. Phong ngra sir dung
Identifier chung thu s6 khac co cung Public Key
Signature Policy Thudc tinh bao gdm dinh danh duy nhét ciia chinh sach tao
Identifier chir ky s6 ap dung cho viéc tao chir ky
Data Content Type Thudc tinh loai dir liéu
Commitment type Thudc tinh cho biét loai cam két dugc thyuc hién boi ngudi

ky khi ky mot s6 tai liéu nhat dinh. Loai cam két di dugc chi
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indication dinh thong qua OID hoac URI

Counter Signatures Thudc tinh by dém chit ky

Claimed Signing Time | Thudc tinh dai dién cho thoi gian ky

Claimed Signer Thudc tinh dai dién cho dia diém ky
Location
Signer's Attributes Thudc tinh bao gdm ching thu s6 cta ngudi dung

6.5.2 Cac loai chir ky
Enveloped: Chit ky dién tir duoc tich hop trong tép bd sung cho tép gbc
Enveloping: Chir ky duoc tich hop trong dir liéu goc

Detached: Chir ky duoc dinh vao tai liéu duoc dat trong cac tép riéng biét
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6.6 Thanh phan, giao thirc va giao dién dich vu tao chir ky tir xa

6.6.1 Thanh phan chinh va giao dién dich vu

Signatwra Foboy Cartificata Signers’ Documant
[l Idertifier (M) or SDR
L~ ) Lagand
e Content
i . . & Da=
TreelQ) | A llterface
e | —_ = Ty - -
Referarca — : — o
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L S e Composer
Pelicy (0] —
— l Proces:
Data ToBaSignad .
DTES Datn To Be Sigred
F F M=
ormarnza (OTBSF) (— | }-— rc'l Emggmwl
| S — = Conditions
— %_Tf - 0= Cptional
Priwigw
Froce=
[Dwata To BaSigned
Repmasantition Cxher Unsigred
lﬂﬁfﬁ' Attributes and -
LH“"_’_FT - Ifcrenation (O]
. ——, Signad Dtz
Em_scinlﬂfﬁe_r B el . Object o | SiEred Dats Object
T | Composer [by o
Signer Digital Signstuie 500C)
Authen BEtion Digial - WValue * |
"  EEEE—
and Sigeanure Lo = I et
Authorizadon Walue crestion b |
M v
- 1
1 ['q'ahdtﬁan De ﬂ
.
| I—— S —
| Slpraure |
| Bctivetion |
I Iboduls [C) |
I Cigtal I
_._.L Sgnaturg |
| ‘Value creation |
| [y 5C Dav) |
! Tamper e |
S —— .|

Giao dién SSASC bao gom DTBSR va cac tham sd khac 1a dau vao va két qua 1a chir ky
s6. SCASC 1a thanh phan hd tro tao chit ky sd va cac phan chi dinh trong quy trinh.

SCASC tuong tac voi SSASC dua trén yéu cau tao chir ky s6

Giao dién SCASC bao gom dir li¢u ky sO va ma bam, cac tham s6 1a dau vao va két qua

1a chit ky sd.

SCS la dich vu tng dung tao chit ky s6 SCA 1a SSA. Chit ky s6 dugc tao boi SCA. SCA
quan 1y dir liéu dugce ky va truyén dir liéu t6i SSA. SCA c6 thé twong tic véi SSASC

bang yéu cau tao chit ky sb. Giao dién SCA nhan dit liéu va cic tham sé khac bao gdm

chtng thu sé nguoi ky. Tém lai, cac giao dién c6 thé phu thudc vao chirc ning phéan chia

giita SCS va hé thong ky sb cuc bo
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6.6.2 Ung dung tao chir ky s6 SCA
Dt liéu SD dugc bam thanh SDR trong DTBS. Viéc tao SDR co6 thé thuc hién tai
SCASC. Trong trudng hop nay, SDR dugc truyén téi SCACS. Trudng hop khac SD
duge truyén t6i SCASC. Dit liéu SD 1a thanh phan cua SDO. Chirc ning thanh phan
SDOC s& lién két chir ky s6 v6i SD.
Viéc tao va dinh dang DTBS, bdm SDR va bam toan bd thudc tinh dugc luu trir trong
DTBSF.
6.6.3 Ung dung may chii Ky s6 SSA
Muc dich cta quy trinh 13 truyén DTBSR va tao chir ky sé dudi quyén kiém soét cua
ngudi ding. Viée tao chir ky s6 duoc kiém soat bai SSASC. Ngudi ky kich hoat ky sd
bang phuong tién xac thuc an toan va quy trinh kich hoat, SSASC ¢6 thé sir dung SCDev
tir xa dé tao, duy tri va sir dung khoa ky dudi quyén kiém soéat ctia ngudi dung. Nguoi
dung kiém soat khoa ky tir xa véi mirc do an toan cao bang module SAM. SAM 14 phan
mém sir dung SAD dé xac thyc ngudi dung va trao quyén truy cap khoéa dudi quyén kiém
soat cua nguoi dung.
6.6.4 Twong tac SCASC va SSASC
Kién trac hd tro may chii ky so tir xa bao gdm twong tic SCASC va SSASC vdi cac thanh
phan cac nhau trong quy trinh tao chit ky s6 va mirc do tin cdy trong viéc kiém soat khoa
ky.
Hé thdng bao gdm SCASC lién két SSASC diéu khién SCDev. Dich vu CA, RA, OCSP
va CRL, TSA va may chu xac thuc, iy quyén nam ngoai mé hinh.
Bkav ap dung giao thuc hd tro SCASC va SSASC vdi cac dit liéu, ma bam va DTBSR.
Trong quy trinh tao chit ky s, ngudi ky khong bat budc phai phé duyét ting tai liu
6.7 Thanh phan, giao thic va giao dién dich vu tao chir ky tir xa
6.7.1 Thanh phan SSASC
Bao gém cac thanh phén dich vu sau

e Tao khoa ky

e Cung cip phuong tién dinh danh

e Lién két phuong tién dinh danh dién tir

e Lién két chung thu s6

e Kich hoat ky sb

e Xoba khoa ky
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6.7.2

6.7.2.1

Subject
(Signer)

elD means
Certification (optional)

request

Signing key

generation
service \
elD means

l provision
service
elD means

linking service

Signing key creation request

Signature certificate 1

Revessrnesasessomtivort Certificate
linking service

v gement Signing key deletion request
) $ Signature Authorized party

ac (signing

servi application
- Signature ppRcation)

I request

Status checking

$ H Signing key
Sisiisiesviisiiick deletion service

M6 hinh lién két gitta dich vu Bkav voi cac dich vu bén ngoai
Khéi tao khoa ky

Tao khoa ky

Céc yéu cau dbi voi khoa ky duge Bkav ap dung

6.7.2.2

Khoéa céd nhan, khoa bi mat, khoa ky dugc tao trong SCDev dat ti€u chuan trong
thong tu 16/2019 —BTTTT

Thuat toan st dung dugc quy dinh trong thong tu 16/2019 —BTTTT
SCDev duoc khai tao trude khi tao bat ky khoa nguoi dung

Hé théng tao chit ky st dung thuat toan dam bao trong sudt vong doi cta ching
thu s6

Viéc tao khéa dugc SAM quan 1y dam bao quyén kiém soat duy nhat cia nguoi
ky. SCDev dugc diéu khién tir xa bang SAM va thyc hién trong méi truong chéng
gia mao

Lién két phwong tién dinh danh
SSASP lién két khoa ky véi phuong tién dinh danh nguoi ky
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e SSASP tao phuong tién dinh danh va cung cip téi ngudi ky
e SSASP dam bao dit liéu dinh danh ctia ngudi ky véi phuong tién eID giéng véi dir
liéu duoc lién két
6.7.2.3  Lién két ching thw s6
Céc yéu cau duogc ap dung voi SSASC:
e TWA4S lién két cac khoa ky ciia ngudi ky voi ching thu sd twong Gmg
e Khoéa ky khong duge sir dung trude khi TW4S lién két khéa véi ching thu sd
e TWA4S bao vé tinh toan ven cua lién két nay
6.7.2.4  Cung cip phuong tién dinh danh

e Bkav Remote Signing cung cdp phuong tién dinh danh an toan va tin tuéng t6i
nguoi ky, bao gdm SSA

e SSASP ca nhan hoéa phuong tién dinh danh ctia ngudi ky vai dir liéu Ky ctia nguoi
dung. Dt li€u kich hoat dugc SIC chuan bi an toan va dugc dang ky, tach biét voi

eld ctia nguoi ky
6.8 Thanh phan, giao thic va giao dién dich vu tao chir ky tir xa
6.8.1 Kich hoat ky s6
Bkav Remote Signing thuc hién kich hoat ky s theo céc yéu cau sau:
e Khoa ky dugc st dung trong QSCD

e Hé théng QSCD va céu hinh dugc md ta trong chimg nhan hodc cac cdu hinh

twong duong mirc d§ bao mat
e Bkav sir dung giao thirtc SAP

e Bkav gidm thiéu cac mdi de doa v6i SAP va thuc hién cac bién phap bao v¢ SAP
khoi tai tao thir cap, cac bién phap chdng lai tin cong bypass ciing nhu giam sat

viéc gia mao nguoi ky va SCDev

e St dung SAM dam vo6i mirec do bao mat cao dam bdo khoa ky dugc st dung dudi

su kiém soat nguoi dung. SAM dugc sir dung trong moi truong chdng gia mao.
e Bkav sir dung SAP bao vé SAD bao vé céc cudc tan cong gia mao

e SAP duoc thiét ké dam bao nguoi dung cd thé 1uén ludn dugc bao vé viéc kich
hoat khoa ky

Bkav Remote Signing thiét ké viéc kich hoat dat dugc cac yéu ciu sau:
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SSA yéu cau dinh danh va x4c thuc ngudi dung thanh cong trude khi cho phép bat
ky hanh dong nao lién quan dén viéc anh huéng quyén kiém soat duy nhat mdi
khoa ky

Bkav str dung giao thirc an toan ngin chin tin céng véi bat ky hinh thirc nao,
trong d6 nguot dung céd thé sur dung dir liéu nhan dang khong thudc s¢ hiru

Bkav ap dung kiém soat truy cdp dam bao nguoi ky khong thé truy cip vao hé
théng nhay cam hodc bat ky chitrc ning nao co6 thé st dung khéa ky cia ngudi
khac

Bkav ap dung kiém soat chat ché khoa ky, TW4S dam bao DTBS/R dugc cung
cap dudi quyén kiém soat ctia nguoi ky chi duoc ky boi khoa ngudi ky sé hitu
TW4S yéu cau nguoi ky xac thuc tao SAD cho SAM dé kich hoat ky $6

Bkav sir dung giao thirc véi do an toan cao bang cach sir dung cac bién phap kiém
soat tuong ing voi muc do rui ro chéng lai cac méi de doa véi viéce sir dung SAD:
online or off-line speculations, duplication of identification data, fishing,

wiretapping, replacement, session highjacking, attacks from a human in the
environment, theft of identification data, frauds va mask attacks;

Khoa kich hoat chi dugc str dung duy nhéit cho DTBS/R duoc cho phép bo1 SAP
SSASP dam bao chimg thu sd con gia tri st dung trudce khi st dung khéa ky tuong
ung

Khoa ky chi duge sir dung khi duge sy dong ¥ cua ngudi ky

Tham s6 thuét toan st dung cho hé thdng duoc quy dinh trong théng tu 16/2019 —
BTTTT

6.8.2 Quan ly SAD

SAD la tap hop dit liéu hodc 13 két qua cua quy trinh ma héa
SAD dugc tao truc tiép hodc gian tiép bai SIC
SAD bao gdm céc tham sb sau:
o Mot hogc nhiéu DTB/R
o Thanh phan dinh danh nguoi ky
o Khoa ky dugc lya chon
SAD chi dugc str dung cho viéc kich hoat khi xac thuc ngudi dung thanh cong,
duoc kiém tra boéi SAM

SAD dugc truyén téi SAM thong qua SAP
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SAD duoc bao vé va kiém tra sau khi kich hoat dé dam bao an toan

6.8.3 X6a khoa

Khoa dugc xo6a trong cac truong hop sau:
o Chung thu sb hét han, thu hdi
o Khi nguoi dung yéu cau huy khoa
o Khoéa duoc hity sau khi két thiic phién lam viéc, khi lién két nguoi ky va
khoéa ky khong dugc duy tri
Bkav khong luu bat ky ban sao luu khoa ky va dam béo khong co bat ky thong tin
nao co thé sir dung dé khoi phuc khoa

6.8.4 Quan ly khoa

Khoa dugc luu trong HSM véi co ché quan 1y kép

Céc ban sao luu duge tao khi khoa dugc khoi tao dugce luu trong thiét bi FIPS
140-2 level 3 hoac cao hon va CC EAL4+

Khoa bi mat tao chir ky s6 duoc sao luu it nhat mudi ndm khi hét thoi gian hiéu
luc hodc sau khi chAm dut.
Truyén khéa trong HSM duoc thuc hién trong cc truong hop sau:

o Bao vé bao sao luu du phong cua khoa duogc luu trir trong module bao mat
phan cling
o Khi khéa ca nhan dugc truyén tir hé théng module nay sang module phan

bao mat phan cimg khac

Bkav tuan thu cac yé€u cau sau trong viéc quan 1y khoa

Toan bo khoéa bi mat khong dugc gitr trong modi treong khong an toan. Khoa duoc
Iuu an toan trong thiét bi HSM dat tiéu chuan FIPS 140-2 level 3 hodc cao hon
Khoa khong duoc truy suat khoi HSM

TW4S dam bao cac ban sao luu du phong duge thyc hién bdi nhan vién oy quyén.
Khoéa master dung bao bé nguoi dung va khoa dugce luu trir, khéi phuc dua trén
kiém soat hai nhan t6. Khoa khéng duoc luu ngoai SCDev dang khong dugc bao
\

Bkav kiém soat sb lugng bd dir liéu dugc sao chép dé no khong vuot qua mirc tdi

thiéu can thiét dam bao tinh lién tuc cua dich vu

Thay doi khoa
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Trude khi ching thu sé cia CA hét han, theo quy dinh, BkavCA s& xin cip mdt
chtng thu s méi cho CA cua minh va st dung ching thu s méi dé ban hanh
chtng thu s6 cho cac thué bao.

Trong giai doan nady, chimg thu sé do BkavCA ban hanh c6 thoi gian st dung
khong qua thoi gian sir dung ching thu sb ctia BkavCA duoc dung dé ky 1én no
Cap khoa cua BkavCA s€ khong dugc st dung qua thoi gian c6 hi¢u lyc cua nd
dugce quy dinh trong quy ché nay. Ching thu sé cua BkavCA c6 thé duoc gia han
(d6i khoa) khi trudce khi cip khoa cit hét han

Trude khi hét han chimg thu s cia BkavCA, céc thi tuc duoc ban hanh cho phép
chuyén tiép (changeover) tir cip khoa cii sang cip khoa mdi cho cic thuc thé
thudc pham vi quan 1y ctia BkavCA. Qua4 trinh chuyén tiép khoa ctia BkavCA dam
bao rang:

o BkavCA chi ban hanh ching thu s méi cho thué bao trudc thoi diém nhat
dinh so véi ngay hét han cap khoa. Thoi diém nay 1a thoi diém tam ding
ban hanh ching thu s6, do phap luat quy dinh.

o Khi nhan duoc yéu cau ban hanh chimg thu s6 sau thoi diém tam ding ban
hanh ching thu s trén, BkavCA st dung cap khda méi dé ban hanh ching
thu s6 cho thué bao

/. Kieém soat, quan ly va van hanh

7.1

7.1.1

7.1.2

Kiém soat an toan, an ninh vt ly
Bkav thuc hién céc bién phap kiém soat va cac thu tuc kiém soat nham dam bao an
ninh vat Iy cho toan bd hé thdng. Puoc thé hién theo cac noi dung dudi day.

Vi tri diit va xay dung hé thong
Hé thdng thiét bi Bkav Remote Signing duoc dit tai hai trung tam dit liéu cua
VDC vatrén IDC.
Mdi dia diém dat thiét bi dwgc trang bi nhiéu 16p bao vé khéc nhau: bao vé vat ly
vong ngoai cua tda nha, bao vé khu dit thiét bi, bao vé tu dat thiét bi, bao vé chéng
chay né.

An ninh vat ly va méi truong
Hé théng Bkav Remote Signing duoc bao vé nhat bai cac 16p an ninh vat ly, phai
vuot qua dugc 16p bao vé thap trude khi cd thé tiép can duoc 16p bao vé cao hon.
Hé thdng camera giam sat hoat dong 24/7 cho phép ghi lai toan bo cac hoat dong.

o Lop bao vé vong ngoai - bao vé toa nha
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7.1.4

o Lop bao vé khu dat thiét bi

Viéc truy nhap qua céac 16p dugce dugc kiém soét chat chg, chi nhitng ngudi c6
quyén truy cap moi dwoc truy nhap vao cac 16p tuong tng. Cang truy nhap vao
cac 16p quan ly yéu cau an ninh cao, sy han ché cang ting. Danh sach nhan su
tham gia vao hé théng duoc xac dinh va kém theo cac diéu khoan trach nhiém

Cac may tinh trong hé théng CA duoc kiém soat bao mat. Cac chuong trinh tién
ich dugc han ché va kiém soat

Ap dung céc bién phap ngin chian mat mat, hay hoai hoic xam pham tai san va
gian doan hoat dong kinh doanh

Tat ca moi truy nhap déu duoc ghi nhan.
Kiém soat truy cip
Viéc truy cap vao h¢ théng bi han ché cho nhirng nguodi cé trach nhi¢m

Ap dung cac bi¢n phap bao v¢ cac domain mang ndi bd khoi truy cap trai phép,
bao gom quyén truy cap ngudi dung va cac bén thir 3

Ap dung tuong ltra ngin chin toan bd giao thirc va truy cap khong duoc phép
Quan trj vién hé thdng quan 1y tai khoan nguoi ding va dam bao stra d6i hodc xda
quyén truy cap kip thoi

Quyén truy cap vao thong tin va cac (mg dung bi han ché theo Chinh sach kiém
soat truy cap;

Hé théng cong nghé cia Bkav dam bao kiém soat dil an ninh may tinh ddi véi viée
quan tri va hoat dong ctia nhan vién phu hgp véi vai tro cta ho;

Bkav Remote Signing kiém soat viéc sir dung phadn mém va nhan vién can chimg
minh danh tinh cta ho trudc khi sir dung cac ing dung quan trong lién quan dén

dich vu;
Céac nhan vién cua Bkav chiu trach nhiém vé cac hanh dong cua minh
Bkav dam bao kiém soét viéc truy cap thong tin nhay cam. Dir liéu nhay cam duogc
bao vé khoi bi tiét 16 boi nguoi dung trai phép
Picu Kkién vé ngudn dién va khong khi
Bkav Remote Signing sir dung nguon dién 6n dinh, duoc thuc hién theo:

o St dung hé thong UPS.
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7.1.5

7.1.6

7.1.7

7.1.8

o C6 may phat dién dy phong, tu dong chuyén tir dién luéi sang dién may phat,
hé théng may phat dién duoc kiém tra bao dudng dinh ky dé dam bao tinh sén
sang cao nhat.

Bkav Remote Signing trang bi hé théng diéu hoa c6 diéu khién chinh xéc nhiét do.

Hé thdng canh bao khi nhiét d6 vuot ngudng cho phép.

Chéng nuéc
Hé thong thiét bi caa Bkav Remote Signing dugc bé tri han ché téi da su tiép xdc
V&1 nudc.

Chéng va bao vé trude cac nguy co vé lira

Hé théng thiét bi cia Bkav Remote Signing duoc bé tri giam thiéu téi da cac nguy

co vé hra. Bkav Remote Signing c6 quy dinh vé phong chéng chay nd. Cac bién

phap phong chay chita chay va thiét bi chita chay duoc chuan bj day du.
Phwong tién luu triv dir liéu

Phuong tién luu trir dir liéu caa Bkav Remote Signing duoc bao vé twong duong

v6i mitc d6 quan trong cua dir liéu ma hé thong d6 luu tri.

Phuong tién luu trir dit liéu backup ciing duoc bao vé twong ty nhu hé théng
chinh.
Xir ly rac thai
Réc thai 14 tai liéu nhay cam, phuong tién luu trix dir liéu dwoc huy bang céc bién
phép phu hop trude khi dugc bo di. Pam bao cac théng tin trén cac rac thai nay
khdng thé doc duoc.
Quy trinh xtr ly réc thai, tiéu huy thong tin nhay cam:
e Huy tai lidu gidy
o Budc 1: Chuan bj may hay tai liéu kiéu hay vun
o Budc 2: Huy tai lidu: Cho tai liéu vao may huy tai liéu. Tai liéu lan
luot duoc cho dén hét. Néu sb luong tai li¢u nhiéu hon so véi stc
chtra ctia may, thi 14y cac manh gidy da cat ra khoi may trude khi
tiép tuc cho tai liéu vao hiy.
o Budc 3: Chia sb gidy vun ra cac tai khac nhau. Liy mot phan vun
gidy tir mdi loai tai lidu va cho chiing vao céc ti khac nhau.
o Budc 4: Vit bo tai lidu di cit vao ngy gom rac

e Huy tai li¢u dién tir
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7.1.9

7.2
7.2.1

7.2.2

o Cach 1: Xoa ta1 liéu
o Céch 2: Ghi d& 1én 6 cing
o Céch 3: Dung b khir tir 6 cting
o Cach 4: Pha hily 6 cling bang phuong phap vat 1y
H¢é thong du phong ¢ dia diém khac
Bkav Remote Signing thuc hién viéc luu trit dit liéu dy phong tai dia diém du
phong. Céc bién phap kiém soat an ninh ddi véi hé théng du phong ciing tuong tu
nhu hé thdng chinh.
Quy trinh kiém soat
Nhirng vai tro dugc tin twéng
Nguoi duge tin tudng la nhitng nguoi c6 thé truy cap hay diéu khién cac thao tac
X4c thuc, ma hoa, lién quan dén:
o Viéc xac minh cac thong tin trong don xin cap ching thu sé.
o Viéc chap nhan, loai bo, hay cac xir 1y khac d6i voi don xin cap ching thu sd,
yéu cau thu hoi, 1am méi, hay thong tin dang ky.
o Viéc ban hanh, thu hdi chimg thu so.
o Viéc quan ly thong tin thué bao, thdng tin yéu cau tir thué bao.
Nguoi duoc tin tudng bao gom nhung khéng gidi han cac ddi twong sau:
o Nguoi dang dau hé théng.
o Ngudi quan tri hé thong va bo phan quan tri hé théng.
o Nguoi phy trach cap phat chimg thu sé va bo phan phu trach cap phét chang
thu s6.
Nhitng ngudi duge tin tudéng déu dugc xac minh vé nhan than, kha niang dam bao
dap tng yéu cau cdng viéc trudce khi dugc giao nhiém vu.
S6 lwong nguoi dugc yéu cau trén mot nhiém vu
Bkav Remote Signing thiét lap cac chinh sach va thi tuc kiém soat dam bao c6
nhiéu nguoi tin tudng thuc hién mot cdng viéc nhay cam nhu truy cap, diéu khién
module phan cang ma hoa, sao luu key trén HSM.

Céc chinh sach va thu tuc kiém soét nay caa Bkav Remote Signing luon doi hoi ¢6
it nhat 2 nguoi dé thuc hién cac cong viéc nhay cam.
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7.2.3

124

7.3
7.3.1

7.3.2

7.3.3

Nhan dang va xac thue trong moi vai tro

Moi c4 nhan truéc khi tré thanh nguoi dugc tin tuéng trong hé thong Bkav
Remote Signing déu phai duoc x4c minh nhan than, nhan dang va trinh d6. Qué
trinh nhan dang duoc trinh bay trong phan 5.3.1.

Bkav Remote Signing dam bao rang cac c4 nhan hoan toan dugc tin tudng trudc
khi thuc hién cac céng viéc nhay cam.

Nhiing vai tro yéu ciu phai phan tach nhi¢ém vu
Céc vai tro can phai c6 sy phan tach nhiém vy, bao gom nhung khong giéi han:
o Xéc minh thong tin trong don xin cap ching thu s6
o Chap nhan, tir chéi hay céac xtu ly khac véi don xin cip ching thu sb, yéu cau
thu héi, 1am méi chimg thu s6
o Ban hanh, thu hdi chimg thu sd.
o Quan ly thdng tin, yéu cau cia thué bao.
Kiém soat nhin su
Kha ning chuyén mén, kinh nghiém va cac yéu ciu chitng minh su trong sach
Nhiing nguoi tin cay cua Bkav Remote Signing dugc xac minh dua trén: kha nang
va kinh nghiém chuyén mén dap ung cac nhu ciu cong viéc, cac bang chung
chang minh su trong sach vé Iy lich.
Cac thi tuc kiém tra 1y lich, trinh d9

Trudc khi bo nhiém nhan vién vao mot nhiém vu can duoc tin twong, Bkav
Remote Signing kiém tra c4c thong tin sau:

o Kiém tra, xac minh thong tin theo so yéu ly lich.

o Xac minh trinh d6 hoc van cao nhat dat duoc.

o Xem xét cac thong tin tién an/tién su (néu co).

Yéu ciu dao tao

Bkav Remote Signing thuc hién cac chuong trinh dao tao ngi b cho doi ngii nhan

vién, qua trinh dao tao dugc thuc hién theo quy trinh, c6 ghi lai nhat ky dao tao
cho tirng cé nhan.

Chuong trinh huan luyén cua Bkav Remote Signing huéng téi trach nhiém cu thé
cuia mdi nhan vién, noi dung huan luyén bao gom:

o Céac khai ni¢m PKI co ban, giai phap Bkav Remote Signing.

o Trach nhiém cdng viéc &ng voi ting vai tro bao gom:
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7.3.4

7.3.5

7.3.6

7.3.7

= Security Officers: C6 trach nhiém chung cho viéc quan ly ¢ng dung vé
chinh sach bao mat, quyén truy cip thdng tin. La nhirng nguoi sir dung
thng dic quyén

= System Administrator: Cai dat, ciu hinh hé thdng. Cé trach nhiém
khoi phuc hé théng

= System Operator: Chiju trach nhiém van hanh hé thdng.Co nhiém vu
sao luu, khoi phuc.La vai tro dac quyén nhung khong cé vai trd quan ly
va cau hinh hé théng

System Auditor: Uy quyén xem cac bao sao luu va kiém tra dix liéu
nhat ky. Khéng c6 vai tro quan Iy va cau hinh

o Cé&c chinh sach va thu tuc an ninh cia Bkav Remote Signing.

o St dung va van hanh céc thiét bi phan cirng va phan mém.

o Xt ly céc sy cd.

o Cac thu tuc duy tri tinh lién tuc cua dich vu khi cé tham hoa.

Tan suit dio tao va dao tao lai

Bkav Remote Signing duy tri va thuc hién chuong trinh dao tao vai tan suat dao
tao va thoi gian dao tao lai dam bao cac nhan vién déu thanh thao va thyc hién tot
cbng viéc duogc giao.

Téan suit luin chuyén cong viéc

Bkav Remote Signing thuc hién chinh sach luan chuyén can bo trong pham vi noi
bo cua minh. Bkav Remote Signing khong quy dinh cu thé vé tan suat luan chuyén
cbng viéc.

Hinh phat d6i v6i cac hanh dong khong dwoc phép

Bkav Remote Signing thuc hién cac hinh thuac ky luat cdc nhan vién c6 nhirng
hanh dong khong dugc phép, vi pham céc chinh sach, tha tuc cia Bkav Remote
Signing. Hinh thic ky luat c6 thé gébm khién trach, dinh chi cdng viéc tam thoi
hoac cho théi viéc, tuy thuéc vao mirc @6 nghiém trong cta vi pham.

Hop dong véi cac co van doc lap

Trong mot sé trudong hop, cac cd van doc 1ap c6 thé duge thué dé thuc hién mot sb
cong Viéc can sy tin trong caa Bkav Remote Signing. Nhitng ngudi ndy ciing phai
tuan theo c4c tiéu chuan an ninh nhu nhan vién cia Bkav Remote Signing. Néu
cac ¢ van khong dap tng du céc tidu chi trong 5.3.2, ho chi dugc phép thuc hién
cbng viéc khi cd sy gidm sat cua nguoi dugce tin tuong cia Bkav Remote Signing.
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7.3.8

7.3.9

7.4
7.4.1

7.4.2

7.4.3

Cung cap tai liéu cho nhan vién

Bkav Remote Signing cung cip cac tai liéu can thiét cho nhan vién, dam bao céc
nhan vién c6 thé thyc hién tét cong viéc vai céc tai liéu duoc cung cap.

Xir ly vi pham

Bat ky hanh vi vi pham nao theo Quy ché, chinh sach nay s& bi 4p dung céac hinh
thire ky luat theo quy dinh caa Cong ty, tly theo mic d6 vi pham s& bi nhic nho,
tick 16i dén dinh chi cdng viéc theo quyét dinh cua lanh dao don vi. Trudng hop
gay thiét hai thi s& phai bdi thuong theo quy dinh cua Cong ty/hoic phap lut.

Céc quy trinh ghi nhit ky hé thong

Cac loai su kién dwoc ghi lai

Bkav Remote Signing ghi nhat ky (log) céc su kién sau, viéc ghi log dugc thuc
hién ty dong hay va tha cong tuy vao tung truong hop:

o Céac su kién quan trong vé moi trudong, quan ly khoa cia TWA4S (tao khoa, sir
dung va huy khoa)

o Cé&c su kién cua nguoi ky (ky thanh cdng va quan ly DTBS/R)

o Xac thyc nguoi dung

o Quanly SAD

o Bat/ Tat mé hé thdng chiic ning tao nhat ky

o Thay dbi cac tham sb nhat ky

MJi ban ghi nhat ky gém cac thdng tin sau:

o Thoi gian cua ban ghi

o Loai su Kkién

o Déi twong thyuc hién (admin, nguoi dung, quy trinh, ...)

o K&t qua thanh cong, that bai cua sy kién

Téan suit xir Iy nhat ky

Nhat ky kiém tra dugc kiém tra, xir Iy hang tuan va khi c6 su kién khdng binh
thuong xay ra.

Tong két nhat ky duoc tai liéu hoa bang vin ban.

Thoi han giir 1ai cac nhat ky

Nhat ky s& duoc giir tai hé théng it nhit 2 nim sau khi xu 1y va sau d6 duoc
chuyén sang khu vuc luu trit (phan 5.5.2).
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7.4.4

7.4.5

7.4.6

147

7.4.8

7.5
751

7.5.2

Bdo v€ cac nhat ky

Nhat ky duoc bao vé véi trude cac hanh dong xem, thay ddi, x6a hay cac tac dong
khac ma khong dugc phép.

Nhat ky duoc Bkav Remote Signing dam bao tinh toan ven va cung cip chang
nang xac thuc thinh toan ven cua dir liéu

Cic thi tuc dy phong, khoi phuc va lvu trir nhat ky kiém toan
Nhat ky duoc backup theo ché do backup chung cua Bkav Remote Signing.
M3i muc trong nhat ky bao gdm thai gian khi qué trinh luu trix dién ra

Dit liéu nhat ky khong c6 chta bat ky thong tin nhay cam nhu mat khau nguoi
ding. Cac tham sb nhay cam duogc luu trir dudi dang duoc bao vé dam bao tinh
toan ven va an toan

Quan tri vién dac quyén maéi cd thé thuc hién chire nang khoi phuc tir cac ban sao
[uru.

H¢é thong ghi nhat ky

Cac log tng dung, hé diéu hanh va mang duoc ghi lai tu dong

Mot s log duoc ghi bang tay béi nhan vién.

Chi tiét v& noi luu nhat ky va co ché luu duoc md ta trong Phuong an k§ thuat.
Théng bio cho ddi twong gy ra sy kién

Khi mét sy kién duoc ghi nhat ky, c6 thong bao cho d6i twong gay ra su kién do.
Panh gia hé thong

Dit liéu nhat ky s& duoc dua vao phan tich, két qua phan tich s& cho biét cac nguy
co tiém tang trong hé thdng, tir 6 c6 phurong an khic phuyc.

Luu trir cac ban ghi

Cac loai ban ghi dugc luu trir

o Moi dit liéu nhat ky trong phan 5.4

o Théng tin don xin cap chimg thu so.

o Céc thong tin b6 sung caa don xin cap chimg thu sd.

o Théng tin vong doi chimg thu sé nhu: thu hoi, d6i khda, 1am méi. ..

Thoi han gitr lai cac luu triv

Thoi gian luu trit cac ban ghi it nhat 12 5 nam.
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7.5.3

7.5.4

7.6.1

7.6.2

7.6.3

Bao vé luu trir

Hé thong luu dit liéu luu trit duoc bao vé dé chi nhimg ngudi duoc phép méi co
thé truy nhap. Dit liéu luu trir dugc bao vé theo cac phuong phap can thiét, chong
lai viéc xem, thay ddi, x6a hay cac thao tac khac khong dugc cho phép. Hé théng
chaa dit liéu luu trit va ang dung xi ly dit liéu luu trir duge duy tri dé dam bao dix
liéu luu trit c6 thé dugc truy nhap trong khoang thoi gian dugc quy dinh trong quy
ché ching thuc nay.

Cac thu tuc sao luu luu triv
Dit liéu luu trit duoc backup theo ché do backup chung cia Bkav Remote Signing.

Khi dir liéu nhat ky dugc Iuu hé thong ngoai. Hé thong nay co thé cung cap dit lidu
nhat ky khi can thiét.

Nhan thoi gian cua cac ban ghi

Hé thdng duoc dong bo véi ngudn thai gian tiéu chuan dam bao chinh xac
M3i ban ghi trong nhat ky bao gém thoi gian khi qua trinh luu trix dién ra
Hé théng luu trir

Heé théng luu trit cia Bkav Remote Signing la tap trung, trir truong hop khach
hang doanh nghiép vai vai tro la RA.

Thii tuc 1y va Kiém tra thong tin hru trir

Chi nhitng nguoi duoc cap quyén méi dugc phép truy nhap téi thong tin luu trit.
Thong tin luu trit s& duwoc kiém tra tinh toan ven khi duoc 1y ra.

Xur ly sw 0, tham hoa va phuc hoi

Cac thi tuc kiém soat sw c6 va tham hoa

Cac thong tin sau dugc backup dé phong co su ¢6 va tham hoa: dit liéu vé don xin
cap chimg thu sd, dir liéu nhat ky, va cac ban ghi ching thu sé duoc tao ra.

Khi c6 su ¢, cac dit liéu duoc phuc hdi theo cac thi tuc di co.

Sw ¢6 vé may tinh, phian mém va dir liéu

Khi ¢6 cac su ¢ vé may tinh, phan mém va dix liéu, cac thu tuc xt ly sy cd duoc
thuc hién. Mai su ¢b sé ¢6 cac quy trinh xtr Iy khac nhau. Néu su ¢b nghiém trong,
c4c thu tuc phuc hdi s& dugc thuc hién

Thi tuc xir Iy khi khoa bi mét bi lam mat/19

Khi khoa bi mat cua Bkav Remote Signing nghi ngd bi mat/lo, Bkav Remote

Signing s& thuc hién thu tuc xir Iy khi khéa bi 16. Doi xir Iy su ¢6 ninh cua Bkav
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7.6.4

7.7

Remote Signing - Bkav Remote Signing Security Incident Response Team
(BSIRT) chiu trach nhiém diéu phdi thuc hién cac buéc trong thu tuc nay. BSIRT
bao gom ngudi dimg dau Bkav Remote Signing, ngudi phu trach ki thuat va
ngudi phu trach cap phat ching thu sé.

Néu chang thu s6 cua Bkav Remote Signing bi thu hdi, cac tha tuc sau s& duoc

thuc hién:

o Trang thai thu hoi chimg thu sé cua Bkav Remote Signing s& duoc cdng b
bai RootCA.

o Bkav Remote Signing cé gang théng bao cho toan bd ngudi nhan trong hé
théng Bkav Remote Signing dirng st dung céc chimg thu sé do Bkav Remote
Signing ban hanh.

o Bkav Remote Signing xin cip chung thu s6 méi tir RootCA va ban hanh
chang thu s6 cho cac thué bao ciia minh dé ho tiép tuc sir dung.

Pam bio tinh lién tuc, phuc hoi hoat dong sau tham hoa

Bkav Remote Signing thuc hién cac ké hoach dy phong, dam bao hoat dong lién

tuc ké ca co tham hoa. Ké hoach nay duoc xay dung thanh cac BCP (Business

Continuity Planning). Cac BCP nay dugc kiém tra, thir nghiém va xem xét dinh

k.

Co s¢ dir liéu caa Bkav Remote Signing phuc hoi tham hoa s& duoc dong bo voi

co so dit liéu chinh trong thoi gian phi hop, it nhat 1a mot ngay mét lan dong bo.

C6 phuong an quan ly, phén loai cc thdng tin nhay cam.

Bkav Remote Signing dy phong cac thiét bi phan cang va phan mém cung cap

dich vu. Khéa bi mat cia Bkav Remote Signing cling dugc du phong va duy tri

Bkav Remote Signing sir dung hé thong giam sat, thong bao (Bkav BNI, Bkav

SOC) khi c6 su kién bat thuong xay ra trong vong 24H, su dung hé thong Bkav

PAM giam sat truy cap, st dung hé théng CNTT

Bkav Remote Signing quy dinh chinh sach, co ché khic phyc khi phat hién ra 15

héng.

Bkav Remote Signing quy dinh cac thu tuc bao cdo va img pho dé giam thiéu thiét

hai

Durng hoat dong

Khi khéng con hoat dong, Bkav Remote Signing hoic RA ding moi bién phép cb
gang thong bao cho thué bao, ngudi nhan va cac dbi twong trudc khi dirng hoat
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dong. Bkav Remote Signing, RA s& c6 ké hoach két thic nham giam thiéu thiét

hai nhét cho khach hang. Bkav Remote Signing thuc hién ké hoach két thic nhu

sau:

o Chuan bi théng béo cho cé4c thanh vién bi anh hudng (thué bao, nguoi nhan va
RA néu can).

o Chiu chi phi cho céc théng béo.

o Bao quan dir liéu luu trlr va ban ghi cua CA trong thoi gian duoc quy dinh boi
quy ché nay.

o Tiép tuc dich vu hd tro thué bao va khach hang tsi khi cac chimg thu sb do
Bkav Remote Signing ban hanh hét han.

o Tiép tuc dich vy thu h6i nhu ban hanh CRL va duy tri OCSP t6i khi cac ching
thu s6 do Bkav Remote Signing ban hanh hét han.

o Thu héi ching thu sé cua thué bao néu can thiét.

o CO chinh séach tra lai tién cho thué bao bi thu hoi chimg thu sé néu chimg thu
s6 cua ho chua hét han, chua bi thu hoi nhung phai thu hdi do ké hoach dirng
hoat dong. Trong truong hop c6 thé, Bkav Remote Signing thoa thuan cing
thué bao bi thu hdi ching thu s vé viéc thué bao chuyén sang st dung dich vu
tai nha cung cap dich vu khéc, chi phi va céac tha tuc can thiét s& do Bkav
Remote Signing dam nhi¢m.

o Thuc hién cac thu tuc chuan bi truéc khi chuyén céc dich vu chung thuc sang
cho CA khac.

8. Pam bio an toan an ninh vé ky thuat

8.1
8.1.1

8.1.2

Kiém soat va bao vé khéa bi mat
Tiéu chuan module ma héa

Bkav Remote Signing st dung thiét bi m4 héa phan cang chuyén dung (Hardware
Security Module) dé Iuu trit khoa bi mat cua Bkav Remote Signing. Thiét bi HSM cua
Bkav Remote Signing dap wng chuan chuan FIPS 140-2 level 3 va EAL 4+.

Co ché kiém soat khéa bi mat
Co ché kiém soat khoa bi mat dugc Bkav Remote Signing sir dung 1a co ché chia sé ma.
Co ché nay tach dir liéu kich hoat khda bi mat thanh N phan khac nhau, cac phan nay
duoc gitt boi cac ddi tugng khac nhau.
Véi mdi chire nang nhat dinh, can ¢c6 M phan (M nhoé hon hodc bang N) ma chia sé dé
Kich hoat chirg nang do.
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8.1.3

8.1.4

8.1.5

8.1.6

8.1.7

8.1.8

8.1.9

Tai Bkav Remote Signing, N = 4;
Luru giir ngoai khoéa bi mét cia thué bao
Luu giit ngoai khoa bi mat (key escrow) cua thué bao duoc trinh bay trong phan 4.12.
Du phong khéa bi mat
Bkav Remote Signing s& du phong (backup) khéa bi mat caa minh dé dé phong tham hoa

va tryc trac thiét bi. Khoa bi mat cua Bkav Remote Signing dugc Iuu trir du phong trong
cac thiét bi HSM.

Bkav Remote Signing khong du phong khoa bi mat cho RA. Khoa bi mat cua thué bao
duoc du phong nhu 6.2.3.

Luu trir khéa bi mat
Sau khi ching thu s6 cua Bkav Remote Signing hét han, cap khoa twong (ng van dugc

lwu trit (archive) an toan véi thoi han it nhat 5 nam trong HSM. Nhitng cip khoa do6 s&
khong con dugc str dung cho bat ky hoat dong cua Bkav Remote Signing .

Bkav Remote Signing khong Iuu trir khda bi mat cia RA, cua thué bao khi khéng co yéu
cau cua phap luat.
Chuyén khoa bi mat vao/ra HSM

Bkav Remote Signing gitr khoa trén mot HSM va mot ban sao khéa dé dy phong phuc vu
cho truong hop phuc héi hé théng trén mot HSM khac. Khoéa bi mat s& dwgc ma héa
trong qua trinh chuyén gitra 2 HSM.

Luu trir khoa bi mat trong HSM

Bkav Remote Signing gitt khoa bi mat trong cac HSM, khoa bi mat dugc luu trong dang
duoc ma hoa.

Phwong thire kich hoat khoa bi mat
Céc thanh vién Bkav Remote Signing sé c6 cac bién phép bao vé kich hoat khéa bi mat
phl hop, cu thé:

o Dbi véi quan tri hé thdng Bkav Remote Signing/RA: khoa bi mat duoc luu trong
dang bao vé, viéc kich hoat khoa bi mat yéu cau mat khau bao vé. Khi khdng st
dung, khéa bi mat ton tai & dang ma hoa.

o Dbi vsi Bkav Remote Signing: sir dung HSM dé luu trir khda bi mat, viéc kich hoat
khda bi mat yéu cdu cac mé chia sé theo co ché chia sé mé trong 6.2.2.

Phwong phap ngirng kich hoat khoa bi mat

Khéa bi mat cia Bkav Remote Signing/RA bi ngung kich hoat khi khéng chtra trong
Token Reader (HSM). RA cua Bkav Remote Signing duoc yéu cau phai diang xuét khoi
hé thdng khi roi chd 1am viéc.

56



Cong ty c6 phan Bkav

Khda bi mat cua quan tri hé thong, cia RA va cua thué bao cé thé bi ngirng kich hoat sau
mdi nhiém vu, sau khi dang xuat hé thong hoic sau mot khoang thoi gian nhat dinh.

8.1.10 Phwong phap hiy bé khoa bi mat

Viéc x6a khoa bi mat duoc thuc hién theo phuong phép an toan, dam bao khong thé phuc
hoi lai khoa da xo6a.
Khoa bi mat luu trén HSM duoc x6a bang chimg ning x6a khoa cua HSM

Céc hoat dong huy bo khoa bi mat duoc ghi nhat ky.

8.1.11 PDanh gia module ma héa

8.2
8.2.1

8.2.2

8.3

Xem phan 6.2.1

Ciac van dé khac lién quan dén quan ly cip khéa

Luu trir khoa cong khai

Bkav Remote Signing s€ luu trir khoéa cong khai caa minh, cia RA va toan bo thué bao.
Thoi han sir dung chirng thw s6 va thoi han sir dung cip khoa

Thoi han sir dung cia chimg thu sé s& két thic khi ching thu sé d6 hét han hoic bi thu
hoi.

Thoi han st dung cap khoa cua thué bao giéng nhu thoi han sir dung cua ching thu sb,
ngoai trir chirc nang giai ma va kiém tra chix ky sau khi ching thu s6 hét han.

Bkav Remote Signing khong ban hanh cac chimg thu sé ¢6 thoi han s dung vuot quéa
thoi han st dung chimg thu sé cua CA.

Chtng thu sé ma Bkav Remote Signing cung cap cho thué bao tdy thudc vao thoéa thuan

V6i thué bao, thong thuong 1a 1 nam. Chimg thu s6 ciing ¢6 thé kéo dai dén 2 nam hoac

hon véi cac diéu kién sau:

o Thué bao duoc yéu cau thuc hién lai cac thu tuc xéac thuc it nhait 12 thang maot lan
(phan 3.2.3).

o Thué bao phai chung minh quyén s¢ hitu khoa bi mat it nhat 12 thang mot lan.

Néu diéu kién trén khong duoc thyc hién, Bkav Remote Signing s& tu dong thu hoi ching
thu s thué bao.

Quan ly tai san
e  Bkav Remote Signing cung cap murc do bao vé thich hop véi tai san, bao gom tai san
théng tin

e Bkav Remote Signing duy tri danh sach kiém ké tat c4 tai san thong tin, phan loai

chung dya trén danh gid rai ro

57



Cong ty c6 phan Bkav

8.4 Quan ly an ninh

8.5

8.6

Bkav Remote Signing quan 1y an ninh hé théng TW4S cung cip dich vu tao chit ky
50
Céc vai tro trong hé thong

o Vai tro dic quyén: Security Officers, System Administrator, System
Operators va System Auditor

o Vai tro khong dic quyén:

e Signer: Puoc ty quyén st dung hé thong TW4S st dung SAD ciing nhu
SAP dé tao chir ky sb

e SCA: Pugc xac thuc dé giri dir lidu can ky voi TW4S
e RA: Chiu trach nhiém cho cap phat chimg thu sd

TW4S dam bao ngudi dung duoc ty quyén dam nhan vai tro quan tri vién hé thong
hoac ngudi diéu hanh hé thong khong co vai tro danh gia hé théng hoic vai tro cua
nhan vién bao mat

Nhimng nguoi thudc nhom nguoi dung hé théng dic quyén duoc to ra trong tai lidu

vai tro va ndi dung ho dugc dao tao

Chi ¢6 vai tro ddc quyén hé théng méi c6 quyén truy cap vat 1y vao phan cimg va c6
thé quan tri hé théng TW4S

Chi ¢6 nguoi dung dic quyén hé thdng méi c¢6 quyén dé quan Iy TW4S thong qua tat

ca cac irng dung va giao dién tuong Uing

Quan ly van hanh

Bkav Remote Signing dam bao hé thong TW4S c6 san tai liéu bao gdm céc diéu
khoan sau: Huéng dan cho phép hoat dong thich hop an toan, cac bién phap giam
thiéu nguy co hong héc hé thdng, va cac bién phap bao vé thong tin chung xir 1y khoi

virus va phan mém doc hai

Bkav Remote Signing dam bao hé thong gdm céc trach nhiém ctia bon vai trd ddc
quyén va bao gdm: Huéng dan cai dat, quan trj va sir dung

Kiém soat mat ma

Bkav Remote Signing tao cap khoa RSA st dung HSM dat chuén FIP 140 -2 level 3 hodc
CC EALA4+ hoac cao hon. Bkav Remote Signing str dung khoa bi méat cho cac muc dich
sau:

Ky chting chi hoat dong duoc cap cho cac td chirc chirng nhan trong co so ha ting

Ky vao danh sach ching chi thu héi (CRL) da dugc cap va xuat ban
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8.7
8.7.1

8.7.2

e Tao chit ky cua nguoi dung

Dbi voi dich vu tao chit ky tir xa, yéu cau cip chimg chi tir tng dung Bkav Remote
Signing Mobile, toan bo khoa khach hang dugce tao trong HSM dat chuan theo quy dinh.
Céc thiét bi tao chit ky dam bao sir dung cic phuong tién va quy trinh phu hop véi muc
yéu cau tdi thiéu:

e Tinh bao mét cua dir liéu dé tao chit ky dugc dam bao

e Ngay tao chit ky ludn dugc dong bo v6i ngudn thoi gian tiéu chuin

e Dt li¢u tao chitr ky dugc an toan dugc bao mat dé‘ly da va khong thé bi trich xuat va

bao vé bang cac cong nghé hién cé
e Dit liéu dé tao chit ky dugc bao vé an toan chong lai viéc sir dung bat hop phap
Kich hoat dir li€u
Tao va cai dat dir liéu kich hoat

Dt liéu kich hoat khoa bi mat cua BkavCA duoc chia thanh cac ma chia sé, cac
ma4 chia sé nay duoc tao theo cac yéu cau trong phan 6.2.2 va tuan theo céc thu tuc
cua nghi I sinh khda. Qua trinh tao va phan phéi ma chia sé¢ duoc ghi nhat ky.

Mat khau dé bao vé kich hoat khoa bi mat duoc dit theo nguyén tac mat khau
manh:

o C6 it nhat 9 ky tu.

o Chua tu 3 trong 4 loai ky tu sau: chit hoa (A, B, C...), chir thuong (a, b, c),
chir s6 (0, 1, 2...) va cac ky hiéu (!, @, $...)

o Khong chira tat ca hozc mot phan tén tai khoan nguoi dung twong ung.
Bdo vé dir licu kich hoat

Ngudi gitt ma chia sé cua BkavCA dugc yéu cau bao vé an todn ma chia sé cuaa ho.
Nhitng ngudi nay phai ky mot thoa thuan véi BkavCA vé viéc dam bao trach
nhiém trong viéc bao vé méa chia sé ma ho git.

RA va quan tri hé thong duoc yéu cau phai giit khéa bi mat & dang ma hda sir
dung mat khau bao vé va chon “high security” cho trinh duyét khi sir dung.

Thué bao ciua BkavCA duoc yéu cau luu trit khéa bi mat duéi dang ma hoéa st
dung USB Token va mat khau bao vé.
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8.7.3

Cac van dé khac cia dir liéu kich hoat

8.7.3.1 Truyén, giri dir liéu kich hoat

Dit liéu kich hoat khi duoc truyén, giri di sé duoc bao vé chdng lai viéc mat, 16,
truy nhap khong dugc phép.

8.7.3.2 Hiy bé dir liéu kich hoat

Sau khi hét han sir dung duoc quy dinh trong phan 5.5.2, BkavCA sé& loai bo dir
licu kich hoat khoa bi mat bang cach ghi dé va/hoac huy bo vat ly.

8.8 Kiém soat an ninh may tinh

Hé thong Bkav Remote Signing dugc van hanh trén hé théng dam bao an ninh theo cac
chinh sach cua Bkav Remote Signing tuan thu tiéu chuan EN 419 241 — 1.

Hé thong c6 co ché dua ra canh bao phét hién céc su kién bat thuong, théng béo cho nhan
vién quan tri c6 lién quan

Co ché quan ly cac su kién bat thuong lién quan dén hoat dong caa ngudi dung.

Bkav Remote Signing dam bao rang cac may chu cai dat hé théng CA va dir liéu duoc
bao vé trudc cac truy nhap khong duoc phép. Bkav Remote Signing gisi han quyén truy
nhap téi CA server theo vai trd cua quan tri. Trén cac may chu cai dat hé théng CA,
khong cé ing dung nao khac dugc cai dat thém.

Hé théng mang cua Bkav Remote Signing duoc céach ly véi cac thanh phan khac, bao vé
khoi su truy cap bat hop phap. Su cach ly nay duoc thuc hién bang hé thong tuong lira da
I6p. Lop tuong lira bén ngoai bao vé ca hé thdng khoi cac truy nhap tir ngoai. Lop tudng
lra bén trong céch ly cac server CA ra khoi hé thdng mang chung cia Bkav Remote
Signing. Cac quan tri vién cia Bkav Remote Signing chi truy nhap va quan tri hé thong
thong qua mot sé giGi han cac may tinh quan tri dugc xéac dinh san.

Bkav Remote Signing y&u cau sir dung mat khau manh, mat khau dugc dinh ky duoc thay
doi.

Viéc truy nhap tryuc tiép dit liéu caa CA chi duoc gigi han cho nhitng nguoi ¢ quyén va
nhiép vu phu hop.

Hé théng ap dung co ché canh bao cho cac su kién bat thuong, cac sy kién bat thuong

bao gom nhung khong han ché:

o Thoi gian st dung vuot tiéu chuan
o Hanh dong ctia nguoi dung dugce thuc hién voi tde do bat thuong
o) Hanh dong cua ngudi ding bo qua cac budc trong quy trinh tiéu chuan
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) Phién bi trung 1ap

8.9 Giam st an ninh hé thong mang

Bkav Remote Signing st dung cdng nghé hién dai dé trao di va bao vé thong tin dam
bao an ninh mang cua hé théng trudc bat ky su can thiép hoic mdi de doa nao tir bén
ngoai

Bkav Remote Signing chia hé thong thanh cac Zones chtc ning, logic va vung vét 1y dua

trén nguy co va mdi lién két hé thong va dich vu

Tai li¢u chi tiet vé cau hinh mang va cac phuong ti€n bao vé€ dugc néu trong tai li€u ky

thuat noi bo.

Bkav Remote Signing ap dung cac bién phap kiém soat bao mat gidng nhau khi hé thong

nam trong cung zone

Bkav Remote Signing gidi han quyén truy cdp va giao tiép giita cac zone can thiét dé
thuc hién cac hoat dong lién quan. Moi nd lu truy cap trai phép vao hé thong déu duoc

ghi lai
Bkav Remote Signing cam hodc hity kich hoat cac lién két, dich vu khong can thiét
Bkav Remote Signing thuong xuyén xem xét thiét 1ap luat bao vé

Bkav Remote Signing sir dung mang riéng dé quan tri hé théng VNTT ma mang lu6i hoat
dong

Heé thong khong duoc sir dung dé quan 1y chinh sich bao mat cho cac muc dich khac

Hé théng phuc vu phét trién, thir nghiém tach biét voi hé thong dich vu trién khai cho
thué bao.

8.10 Kiém soat an ninh quy trinh sir dung

8.10.1

8.10.2

Giam sat trién khai trién khai hé thong

Céc ung dung duogc phat trién va trién khai st dung trong BkavCA tuan theo cac
tiéu chuan thiét ké, phat trién va trién khai phan mém cua BkavCA. BkavCA ciing
cung cap phan mém cho cac RA.

Phan mém dugc BkavCA phat trién s& duoc ky sé dam bao trong qua trinh phan
phdi khong bi thay doi noi dung hoic phién ban. Chit ky trén phan mém sé& dugc
kiém tra khi phan mém duoc cai dat.

Giam sat quan ly an ninh
BkavCA c6 cac thu tuc va bién phap kiém soét an ninh trong qué trinh thiét lap hé
théng. Cac thu tuc va bién phap nay tuan theo tidu chuan quan ly an ninh théng tin

ISO 27001.
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8.10.3 Giam sat an ninh vong doi

e BkavCA khéng quy dinh cu thé quy trinh giam sat an ninh vong doi phat trién,
trién khai va van hanh hé théng cung cép dich vu caa BkavCA.

8.11 Pong b thoi gian.
e Pé dam bao do chinh xéc cua cac sy kién, Bkav Remote Signing sir dung ngudn
thoi gian dugc ddng bo hoa voi ngudn thoi gian chuin

e Dé kiém tra thoi han hiéu luc cua chimg thu sd, Bkav Remote Signing sir dung
ngudn thoi gain dong bo hoa voi UTC

e Viéc déng bd vé1 UTC véi nguén tho1 gian duoc ty dong hoa, dya vao giao thic

NTP c6 d6 chinh x4c 1én dén ...
9. Pinh dang chirng thw s6, danh sach thu hoi ching thu s6 (CRL),
giao thirc kiém tra trang thai ching thw so true tuyén (OCSP)
9.1 Pinh dang ciia chirng thw s6

e Chung thu s6 do BkavCA ban hanh tuan theo chuan ITU-T X.509 va cac quy
dinh cua RFC 5280. Téi thiéu, ching thu sé do BkavCA ban hanh c6 cac truong
va gia tri theo bang dudi day.

Truong Gia tri/Y nghia

Gia trj 13 duy nhét d6i v6i mdi ching thu s6 do BkavCA ban

Serial Number
hanh

. . Dinh danh (OID) cta thuat toan dugc sir dung dé ky 1én chimg
Signature Algorithm . \
thu s6 (xem phéan 7.1.3)

Issuer DN Xem phén 7.1.4

Valid From Thoi diém bt dau chimg thu s6 ¢6 hiéu lyc, theo gio UTC
Valid To Thoi diém hét hiéu luc ciia chimg thu s6, theo gio UTC
Subject DN Xem phan 7.1.4

Subject Public key Khoa cong khai, dugc ma hoa phu hop véi RFC 5280
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Signature

Chtr ky cua BkavCA, dugc ma hoa phu hop véi RFC 5280

9.1.1 Phién ban

e Chung thu s6 do BkavCA ban hanh theo X.509 Version 3.

9.1.2 Trwong mé rong

e BkavCA ban hanh chimg thu sé X.509 phién ban 3 véi phan mé rong duoc quy
dinh tir 7.1.2 dén 7.1.2.8.

9.1.2.1 Key Usage

e Chung thu s6 X.509 phién ban 3 dugc ban hanh theo RFC 5280. Phan mo rong
KeyUsage trong chimg thu s6 theo bang sau.

e Chung thu s6 do BkavCA ban hanh cd st dung truong KeyUsage

Ching thwr sb
ca nhan thudc | Ching thw sé6 | Chirng thwr s6 ky
Bit co’ quan, to Web Server mi phin mém
chirc va ca (SSL) (CodeSigning)
nhén.
0 | digitalSignature Co Co Co
1 | nonRepudiation Co Co Co
2 | keyEncipherment Co Co Khéng
3 | dataEncipherment Khéng Khéng Khong
4 | keyAgreement Khéng Khéng Khoéng
5 | keyCertSign Khéng Khéng Khoéng
6 | CRLSign Khéng Khéng Khoéng
7 | encipherOnly Khéng Khéng Khoéng
8 | decipherOnly Khong Khong Khong
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9.1.2.2 Certificate policies

e Chung thu s6 do BkavCA ban hanh khong c6 trudng mé rong nay.
9.1.2.3 Subject Alternative Name

e Phan mo rong subjectAltName cua ching thu sé dugc gan gia tri theo RFC 5280.
9.1.2.4 Basic Constraints

e Phan mo rong Basic Constraints cua chimng thu sé duoc gan gia tri theo RFC 5280.
9.1.2.5 Extended Key Usage

e Trudng mo rong ExtendedKeyUsage trong chimg thu sé duoc cau hinh véi gié tri
thé hién muc dich sir dung cua chimg thu sd, chi tiét biéu dién trong bang dudi

day.
Ching thu s6 cia | Chung thu s6 ky s6 ctua | Chimg thu s ky phan
ca nhan Server mém

ServerAuth Khdng Co Khéng

ClientAuth Co Co Khoéng

CodeSigning Khdng Khéng Co

EmailProtection | Co Khong Khoéng

TimeStamping Khéng Khong Khoéng

9.1.2.6 CRL Distribution Points

e Chung thu sé do BkavCA ban hanh truong c6 mé rong cRLDistributionPoints
chira URL vi tri ma nguoi nhan cd thé 1dy duoc CRL dé kiém tra trang thai cua
chung thu sb.

9.1.2.7 Authority Key ldentifier

e Gié trj cua truong nay la dinh danh chang thu sé cua BkavCA, gié tri nay tring
véi truong Subject Key Identifier trong chung thu cua BkiCA do Root CA ban
hanh.

9.1.2.8 Subject Key Identifier
e Gia tri dinh danh chtng thu s6 do BkavCA ban hanh.
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9.1.3

9.14

9.15

Cac thuat toan ky
BkavCA ky 1&n cac ching thu sd, sir dung mot trong céc thuat toan sau:

o sha-1WithRSAEncryption OBJECT IDENTIFIER := {iso(1) member-
body(2) us(840) rsadsi(113549) pkcs(1) pkes-1(1) 5}

o sha256withRSAEncryption OBJECT IDENTIFIER ::= {iso(1) member-
body(2) us(840) rsadsi(113549) pkecs(1) pkes-1(1) 11}

Thu tuc ky ching thu s6 4p dung luoc d6 RSASSA-PSS duoc quy dinh trong
PKCS #1 phién ban 2.1

Phién ban cia BkavCA hd tro sir dung thuat toan ma hda SHA-256, SHA-384 va
SHA-512 trong chimg thu sb.

Khuon dang tén

BkavCA ban hanh ching thu s6 voi truong Issuer va Subject Distinguished Name
mb ta trong phan 3.1.1. Ngoai ra, chung thu sé thudng cé thém trudng
Organiztional Unit.

Rang bugc tén

BkavCA khong quy dinh cu thé céc rang budc cho viéc dit tén.

9.1.6 Pinh danh chinh sich va quy ché chig thu s6

Chung thu s6 do BkavCA ban hanh khong c6 trudng mé rong nay.

9.1.7 Sir dung rang budc mé rong chinh sach chirng thw so

BkavCA khong quy dinh cac rang budc st dung truéng ma rong chinh sach chirng

thu sb.

9.1.8 Cu phap va ngir nghia ctia chinh sach phan loai

9.1.9

BkavCA ban hanh ching thu sé tuan theo cac quy dinh trong quy ché chiing thuc
nay va cac thoa thuan véi thué bao, thoa thuan vaéi ngudai nhan lién quan.

Xir Iy ngir nghia ciia cac trudng mé rong chinh sich chirng thw sé

BkavCA khong quy dinh vé xir Iy ngir nghia truong mé rong chinh sach chang
thu.
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9.2 Pinh dang danh sach thu héi chirng thw s6 (CRL)

e CRL do BkavCA c6ng bé tuan theo chuan ITU-T X.509 va cac quy dinh cua RFC
5280. Téi thiéu, CRL do BkavCA cong bd c6 cac truong va gia tri theo bang dudi
day.

Trwong Gia tri
Version Xem phan 7.2.1
Thuat toan duoc dung dé ky CRL.
Signture .
Algorithm BkavCA sir dung mét trong bon ham bdm an toan: SHA-1, SHA-256,
SHA-384, SHA-512.
Issuer Thuc thé kY va ban hanh CRL — BkavCA.

Effective Date | Ngay c6 hi¢u luc cua CRL.

Next Update

theo cac yéu cau trong phan 4.4.7

Revoked
Certificates chtng thu s6 bi thu hoi va ngay thu hoi.

9.21
[

9.2.2

9.3

931

9.3.2

Phién ban
BkavCA ban hanh X.509 Version 2 CRL.
CRL va cac trwong mé rong cia CRL
CRL do BkavCA ban hanh khong c6 quy dinh Vé cac truong mé rong.

Pinh dang giao thirc kiém tra trang thai ching thw so6 trwc tuyén
(OCSP)

OCSP Ia giao thuc cho phép ldy thong tin cap nhat vé trang théi thu hdi caa mot
chang thu s6 cy thé. Dich vu OCSP (OCSP Responder) tuan theo RFC 2560.

Phién ban
BkavCA cung cap dich vu OCSP Version 1 theo RFC 2560.
Phan mé rong OCSP

Khong quy dinh.
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10.

10.1

10.2

10.3

10.4

10.5

Kiém dinh tinh tudn thii va cic danh gia khac
Viéc kiém toan k¥ thuat cac hoat dong Bkav Remote Signing duoc thuc hién dinh
ky hang nam hoac theo yéu cau tir RootCA.

Ngoai cac kiém toan ky thuat trén, Bkav Remote Signing c6 thé thuc hién nhiing
kiém toan ky thuat khac dé ¢am bao tinh tin cay cua Bkav Remote Signing. Cac
kiém toan k§ thuat d6 c6 thé dugc thuc hién boi mét don vi bén ngoai.

Tén suat va cac tinh hudng kiém tra ky thuit
Kiém toan k¥ thuat duoc thuc hién it nhat mot nim mot lan, phi ton thuoc vé phia
bi kiém toan.

Pon vi, nguwoi thwe hién kiém tra ky thuit

Nguoi thuc hién kiém toan k§ thuat dugc chi dinh boi RootCA dé thuc hién céac
cudc kiém toan ki thuat Bkav Remote Signing.

Kiém toan ky thuat duoc thuc hién boi nhitng ngudi khdng phu thudc vao Bkav
Remote Signing.

Cic ndi dung kiém tra k¥ thuat
Céc linh vuc dugc kiém toan ki thuat bao gom: ha tang hé théng, cac quy trinh
quan ly khéa, quy trinh van han hé thng va cac noi dung khac theo yéu cau khéc
cua don vi kiém toan ky thuat.

Xir ly khi phat hién sai sot
Sau khi c6 béo céo kiém toan ky thuat, Bkav Remote Signing s& lam viéc V6i
ROOtCA Vvé nhitng ndi dung chua phu hop.
Bkav Remote Signing s& nghién ciru va dé ra va thuc hién phuwong an xir Iy nhiing
noi dung chura phu hop trong thoi gian théng nhat véi RootCA.
Dich vy cua Bkav Remote Signing sé& bi ngirng trong cac tinh hudng sau:
o Bé&o cao kiém toan ky thuat cho thay co I8i nghiém trong c6 thé anh hudng

ngay lap tic téi an an ninh cua hé théng Bkav Remote Signing.

o Bkav Remote Signing thuc hién ké hoach xir Iy nhung khong cé két qua.
Cong bd két qua kiém tra ky thuat

Bao cao két qua kiém toan ky thuat dugc Bkav Remote Signing cong b tai
https://bkavca.vn/
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11. Cac ndi dung nghi€p vu va phap ly khac
11.1 Phi/Gia

Thuc hién theo thoa thuin st dung Chir ky sb tai https:/bkavca.vn/thoa-thuan-su-
dung.

11.2  Trach nhiém tai chinh

e Bkav duy tri mot mirc mirc bao hiém hop 1y cho cac 13i Bkav Remote Signing.

e Bkav da thuc hién bao 1anh thanh toan cia mét ngan hang thuong mai hoat dong
tai Viét Nam khong dudi 5 (ndm) ty dong, dé giai quyét cac rui ro va cac khoan
dén bl c6 thé xay ra trong qua trinh cung cap dich vu va thanh toan chi phi tiép
nhan va duy tri co so dir li¢u cua Bkav Remote Signing trong truong hop bi thu
hoi gidy phép.

11.3 Bao mat thong tin nghiép vu

11.3.1 Pham vi cac thong tin bi mat

e Nhitng théng tin sau s¢ duoc coi la thdng tin bi mat:

o Céc thong tin dugc yéu cau boi phép luat.
o Hb so ding ky cp chung thu sb.
o Bién ban giao dich.
o Nhat ky kiém tra Bkav Remote Signing.
o Bao céo kiém tra Bkav Remote Signing.
o K& hoach d6i ph6 vai su ¢ va ké hoach khéi phuc lai sau tham hoa.

o Phuong phap diéu khién hoat dong cac thanh phan Bkav Remote Signing
Remote Signing: phan cang, phan mém va quan tri cua dich vu cua Bkav
Remote Signing.

11.3.2 Nhirng théng tin ngoai pham vi théng tin bi mat

e Cac thong tin khong duoc coi 1a bi mat: Chung thu s6, trang thai thu hdi cua
chang thu s6 va thong tin trang thai khac.

11.3.3 Trach nhiém bao vé cac thong tin bi mat

e Bkav Remote Signing thuc hién cac bién phap dam bao an ninh cho cac théng tin
bi mat.
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11.4  B&ao mat thdng tin ca nhan
11.4.1 K& hoach bao mat théng tin ca nhan

e Chinh sach bao mat dugc Bkav cdng bé tai https://remotesigning.bkavca.vn/thoa-
thuan-su-dung.

11.4.2 Pham vi cac thong tin bi mat

¢ Ngoai nhirng thong tin dugc néu tai muc 8.3..2 duoc coi la bi mat.
11.4.3 Nhirng thong tin ngoai pham vi thong tin bi mat

e Moi thong tin duoc cong bd trong mot ching thu s duoc coi 1a khong bi mat.
11.4.4 Trach nhiém bao vé cac thong tin bi mat

e Bkav Remote Signing thuc hién cac bién phap dam bao an ninh cho cac théng tin
bi mat ctia thué bao, tuan theo yéu cau cua luat phép.

11.45 Thong bao va sy dong thuan sir dung théng tin mat

e Thong tin bi mat sé khong dugc sir dung ma khdng c6 sy cho phép cua nguoi s6
hiru thong tin hoac dai dién so hiru thong tin d6, trir nhitng treong hop dugc quy
dinh trong quy ché nay hoic trong théa thuan sir dung tai https://bkavca.vn/thoa-
thuan-su-dung.

11.4.6 Cung cap théng tin theo yéu cau cia co quan phap luat

e Bkav Remote Signing s& cung cap thong tin bi mat néu c6 yéu cau cua co quan
phap luat c6 thim quyeén va tuan tha theo quy dinh ctua phap luat.

11.4.7 Céc tinh hudng cung cip thong tin khac

e Bkav Remote Signing khong cung cap thong tin cho cac ddi tuong ndo khac ngoai
dai dién c6 tham quyén ctia phép luat.

11.5 Quyeén sé hiru tri tué
11.5.1 Quyén sé hitu nhitng théng tin ching thw s6 va thu hoi

e Bkav Remote Signing gitt moi quyén s hitu ching thu s6 va théng tin thu hdi ma
né tao ra.

e Bkav Remote Signing cho phép sir dung théng tin thu hdi khi thuc hién chic ning
cta nguoi nhan. Viéc s dung nay tuén thu theo thoa thuan s dung CRL, thoa
thuan ngudi nhan va nhiing thoéa thuan khéc néu co.

11.5.2 Quyeén sé hiru quy ché chirng thuc

e Bkav Remote Signing gitt moi quyén sé hitu tri tué quy ché ching thuc nay.

69


https://remotesigning.bkavca.vn/thoa-thuan-su-dung.
https://remotesigning.bkavca.vn/thoa-thuan-su-dung.

Cong ty c6 phan Bkav

11.5.3 Quyén sé hiru tén

e Ddi twong ding ky ching thu s6 phai c6 quyén s hitu vé nhan hiéu ding ky, nhin
hiéu dich vu, hoic tén to chic (danh nghiép) trong don xin cip ching thu s va
tén dic trung trong chirng thu so.

11.5.4 Quyén sé hiru khoa

e Cip khoa twong ¢ng voi ching thu sé cua Bkav Remote Signing, RA, thué bao

duoc s& hitu boi chinh déi tweong 14 chu thé cua chimg thu sb do.
11.6 Tuyén bo va cam két
11.6.1 Tuyén bo va cam két ciia Bkav Remote Signing

e Bkav Remote Signing dam bao rang:

o Khong thay doi thong tin dang ky chung thu s6 duoc cung cap boi dbi tuong
dang ky.

o Chimg thu s6 do Bkav Remote Signing ban hanh dap tng cac yéu cau trong
quy ché nay.

o Cung cap dich vu thu hoi va cho phép st dung dia chi luu trit phi hop véi quy
ché chang thyc nay.
o Dbam bao an toan khoéa bi mat cua thué bao
o Pam bao méi lién két giira thué bao vai khoa ky, lién két thué bao véi Ching
thu s6, lién két Chimg thu s véi véi khoa ky
o Thoi diém ky ching thu s con hiéu luc (khdng hét han, khdng thu hoéi...)
e Chiu trach nhiém vé viéc quan 1y va xac minh cac diéu kién hoat dong cia RA
theo quy dinh cua phéap luat.
11.6.2 Tuyén bé va cam két cia RA
e RA dam bao rang:
o Khéng thay doi thong tin dang ky ching thu s6 duoc cung cip boi dbi tuong
dang ky.
o Tuan thi theo quy trinh quan 1y vong doi chung thu sé cua Bkav Remote
Signing.
e RA ¢4 trach nhiém ky hop dong véi Bkav. Trong hop ddng c6 quy dinh:
o Loai ching thu s6 ma RA dugc phép tham gia cung cap.

o Céac budc trong quy trinh cip phét chimg thu sé RA duoc thyuc hién.
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Chung thu s chi dwoc cip sau khi Bkav Remote Signing dd nhéan day du ho
so ctia thué bao, va thong tin thué bao duoc tham dinh.

Cam két cua RA véi Bkav Remote Signing dung nhu trong hop dong di ky va
theo quy dinh cua phap luat.

Nhan vién RA truc tiép tham gia vao quy trinh cung cap chung thu sé phai c6
hiéu biét phap luat vé chir ky sé va dich vu chang thuc chir ky sd.

11.6.3 Tuyén bo va cam két cia thué bao

Khi ky: sir dung dung thong tin tai khoan tuong tng véi khoa cong khai trong

chung thu sé.

Tai thoi diém ky :

O

Khéng cung cap théng tin thué bao, tai khoan duoc bao vé va khdng cho
nguoi khac st dung.

Moi théng tin cung cap bai thué bao 1a dung.

Str dung ching thu sé ding muc dich cua ching thu sb, phil hop véi quy dinh
cua phép luat va quy ché chung thuc nay

Khong sir dung ching thu sé duoc cap thuc hién cac chirc nang ciia mot CA.

Thoa thuan thué bao c6 thé bao gdm thém nhiing diéu khoan khéac. Noi dung thoa
thuan thué bao dugc trinh bay trong phan phu lyc.

11.6.4 Tuyén bo va cam két ctia ngudi nhan

e Ngudi nhan chiu trach nhiém vé viéc tim hiéu cac thdng tin trong quy ché chang

thu s6, trong thoa thuan nguoi nhan trude khi quyét dinh tin tuéng ching thu s6
do Bkav Remote Signing ban hanh.

e Nguoi nhan phai chiu trdch nhiém cho nhirng hanh dong cia minh do khéng thuc

hién theo cac noi dung lién quan dugc quy dinh trong thoa thuan nguoi nhan hoac
quy ché chtng thuc nay.

e Thoa thuan thué bao c6 thé bao gom thém nhiing diéu khoan khac. Noi dung thoa
thuan thué bao dugc trinh bay trong phan phu lyc.

11.6.5 Tuyén b va cam két cia cac déi twong khac

e Ngoai Bkav Remote Signing, RA, thué bao va nguoi nhan; khong cé tuyén b va
cam két caa dbi twong nao khac dugc Bkav Remote Signing quy dinh.

11.7 Tir chéi trach nhiém

e Bkav Remote Signing khong quy dinh cy thé vé viéc tir chdi trach nhiém.
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11.8 Giéi han trach nhiém
e Trong pham vi dugc cho phép bai phéap luat, thoa thuan thué bao va thoa thuan
ngudi nhan s& giéi han khoan tién dén bu caa Bkav Remote Signing. Trong moi
truong hop, khoan tién ma Bkav Remote Signing phai tra cho cac ddi tugng khdng
vuot qua cac ngudng theo bang dudi day :

Loai chirng thw s6 Khoan tién giéi han phai tra
Chung thu sb ca nhan 10.000 USD
Chung thu s6 T6 chuc 20.000 USD

e Khoan tién phai tra cho thué bao duoc quy dinh cu thé trong cac thoa thuan véi
thué bao tuong ung.

e Khoan tién phai tra cho ngudi nhan duoc quy dinh cu thé trong céc thoa thuan véi
thué bao tuong ung.
11.9 Boi thwong thiét hai
11.9.1 Béi thwong cia thué bao

e Thuyc hién theo thoa thuan str dung Chit ky sd tai https://bkavca.vn/thoa-thuan-su-
dung.

11.9.2 Béi thwong cia ngudi nhan
e Trong pham vi cho phép cua phap luat, théa thuan ngudi nhan s& yéu cau ngudi
nhan tra tién cho Bkav Remote Signing néu ngudi nhan khéng thuc hién kiém tra
trang thai cia mdi ching thu sé dé xac dinh chang thu s hét han hay bi thu héi,
gay ra cac anh huong toi Bkav Remote Signing
e Thoa thuan ngudi nhan tuong tng c6 thém cac diéu khoan boi thuong khac.
11.10 Hiéu luc cia Quy ché chitng thuc
11.10.1 Thai han bit dau co hiéu lec

e Quy ché chimg thu sé nady c6 hiéu luc khi dwgc cong bd trén trang
https://remotesigning.bkavca.vn. Céc su bo sung cho quy ché chang thu sé nay co
hiéu luc khi duoc cong bd.

11.10.2 Thai han hét hiéu luc

e Quy ché nay duoc con hiéu luc dén khi né duoc thay thé bang mot phién ban méi.

72



https://remotesigning.bkavca.vn/

Cong ty c6 phan Bkav

11.10.3 Anh hwéng cia quy ché chirng thu so hét hiéu luc
e Khi quy ché nay hét hiéu luc, cac diéu khoan cua né van duoc &p dung cho céc
chang thu s6 dugc ban hanh trong thoi han caa quy ché nay cho dén khi ching thu
sb hét han hoac bi thu hoi.
11.11 Théng bao va trao doi thong tin giira cac bén tham gia
e Trur khi dugc quy dinh rd rang, cac thanh vién Bkav Remote Signing s€ st dung
cac phuong phap lién lac hop ly, tiy thuoc mirc do nguy cdp vé nodi dung cua
thong tin can lién lac.
11.12 B6 sung va sira doi
11.12.1 Thi tuc bé sung
e Quy ché nay dugc bo sung, sira doi bai Bkav Remote Signing PMA. Noi dung sta
d6i duoc luu tai https://remotesigning.bkavca.vn

e Noi dung stra doi sé& thay thé cac noi dung trong cac diéu khoan twong duwong trong

phién ban quy ché chang thuc tuong tng va moi tai liéu lién quan khac.
11.12.2 Co ché va thoi han thong bao

e Ddi voi cac thay doi khong quan trong nhu thay dbi URL, théng tin lién hé, 15i in
an... Bkav Remote Signing PMA c6 quyén thay ddi quy ché ma khong can thong
bao vé sy thay doi.

e Ddi Vi cac thay ddi theo dé xuat tir cac thanh vién, Bkav Remote Signing PMA s&
xem xét yéu cau thay d6i. Néu quy ché can thay d6i, Bkav Remote Signing PMA
s& dua ra thong bao vé su thay doi nay.

e Trong mot sé truong hop dic biét, lién quan téi an ninh cua hé thdng, Bkav
Remote Signing PMA s& thuc hién sy thay doi quy ché nay lap tac, sau do sé
théng bao cho céc thanh vién.

11.12.2.1 Ky han gop y

e Céc thanh vién cua Bkav Remote Signing dugc quyén gop y cho quy ché ching
thu s6 trong vong 15 ngay tir ngay quy ché dugc cong bd.

11.12.2.2  Co chéquanly gopy

e Bkav Remote Signing PMA s& xem xét moi gop Y sira doi. Bkav Remote Signing
PMA s& thuc hién mét trong cac tinh hudng sau:

o Khéng thay ddi gi gop y ban dau; hoic

o Stra d6i nhitng gop y stra d6i va cong b lai ching; hoic
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o Huy bo gop y sta doi.
11.12.3 CA4c tinh huéng ma dinh danh quy ché chieng thuc phai thay doi

e Dbinh danh quy ché chiing thuc dugc thay dbi theo yéu ciu cua Bkav Remote
Signing PMA.

11.13 Thu tuc giai quyét tranh chap
11.13.1 Tranh chap giira Bkav Remote Signing véi RA

e Thuyc hién theo thoa thuén str dung Chit ky sé tai https://bkavca.vn/thoa-thuan-su-
dung.

11.14 H@ théng phap ly diéu chinh
e Phéap luat Viét Nam s& duoc sir dung trong moi trudng hop, ké ca c6 lién quan dén
C4C Yéu t6 nuGeC Ngoai.
11.15 Phu hep véi phap luat hién hanh
e Néu c6 quy dinh trong quy ché nay xung dot véi quy dinh cia cac van ban phap
luat, lac nay quy dinh ctia van ban phap luat sé co hiéu luc.
11.16 Cac diéu khoan chung
11.16.1 Théa thuan bao trum mei thanh vién
e Quy ché ching thuc nay Ia thoa thuan ma moi thanh vién cua Bkav Remote
Signing phai tuén tha.
11.16.2 Sw chuyén nhwong
e Bkav Remote Signing khong quy dinh cac truong hop chuyén nhuong khéc.
11.16.3 Tinh déc 1ap ciia cac diéu khoan
e Néu nhu mét s6 diéu khoan trong quy ché ching thuc nay khong hop phap céac
diéu khoan d6 s& khdng cé gia tri, nhung khong anh hudéng dén hiéu luc cua céc
diéu khoan khac
11.16.4 Sw ép budc
e Khoéng c6 sy ép budc nao dwa dén viéc ban hanh ching thu cia Bkav Remote
Signing.
11.16.5 Truwong hop bat kha khang

e Thoa Thuc hién theo thoa thuan sitr dung Chir ky sb tai https://bkavca.vn/thoa-
thuan-su-dung.
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12.  Phuluc
12.1 Bang céac thuat ngir
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STT | Thuit ngir / Tir viét tit Ngir nghia
Danh sach c6 tht ty cac ching thu s6, bat dau tir
chung thu sé cia Root CA dén ching thu sb cua
. . . ngudi dung cudi. Chimg thu sé cua ddi twong
1. | Chudi chung thu so

ding trudce trong danh sach duoc dung dé ky 1én
chung thu sé cia dbi twong dimg sau trong danh
sach.

CA

Certificate Authority - Nha ching thuc chir ky
s6, co chirc nang ban hanh gia han, thu hoi va

quan 1y ching thu s6.

Chung thu s6

Mot thong di¢p dién tr, chira thong tin CA,
thong tin vé khéa cong khai, thong tin vé chi
thé, thong tin vé han st dung chtng thu sb,

thong tin vé thuat toan ky va chit ky cua CA.

Bkav Remote Signing

Nha chimg thuc chir ky s6 do Cong ty C6 phan
Bkav quan 1y, dwoc Bo Thong Tin va Truyén
Thong cip phép hoat dong.

Bkav
PMA

Remote  Signing

Nhém cac c4 nhan c6 nhiém vu soan thao, bd
sung sira d6i va ban hanh chinh sach chtng thu
s6, quy ché chimg thuc va. cac chinh sach thoa
thuan khac ciia Bkav Remote Signing.

Chinh sach bao mat

Vin ban quy dinh vé thong tin duoc coi 1a bi mat
va trach nhiém gilr bi mat thong tin cia céc ddi

tuong lién quan.

Chinh sach hoan phi

Vin ban quy dinh cac diéu khoan vé& hoan phi
cho thué bao cua Bkav Remote Signing, chinh

sach hoan phi di kém trong thda thuan thué bao.

Chu thé ching thu sb

Chu so hitu cta chimg thu s, chu thé chimg thu
s6 ¢6 thé 1a thué bao chimg thu sd hodc cac thiét

bi nhu may chu Web.

CN

Common Name — mot thut tinh trong truong
DN cua ching thu sd, CN biéu dién tén thudng
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goi ctia d6i twong 14 chu thé ciia ching thu s6.

10.

CRL

Danh sach chtng thu s6 thu hoi.

11.

DN

Distinguished Names — mot trueong trong chung
thu s6, DN chua thong tin nhan dang dbi twong

1a chu thé chimg thu sb.

12.

ISO/IEC 15408-3:1999

Tiéu chuan danh gia an ninh h¢ thong phan mém.

13.

ITU-T X.509

Tiéu chuan vé chimg thu sé va danh sach thu hoi
chung thu sé do to chirc vién thong quéc té quy
dinh.

14.

Khoa bi mat

Thanh phﬁn bi mat ctua cap khoa dugc st dung
trong ha tang khoa cong khai (PKI — Public Key
Infrastructure).

15.

Khéa cong khai

Thanh phan cong khai cua cap khéa dugc st

dung trong han tang khoa cong khai.

16.

Nguoi nhan

La ddi tugng tin tudng chimg thu sd hay mot chir

ky s6 duoc cung cap boi CA.

17.

RA

Registration Authority — Nha thim quyén co
chure nang giup do CA duyét don dang ky chung
thu sd, don gia han ching thu s6, don thu hoi
chung thu s6 va quan ly thdng tin thué bao.

18.

Root CA

CA ¢6 chimg thu sd duoc ky boi chinh khoa bi
mat cia CA. Root CA coéng cOng cia Viét Nam
duogc quan ly boi Trung Tam Chung Thuc Chir
Ky S6 Qubc Gia — Bo Thong Tin va Truyén
Thong.

19.

Thué bao/nguoi dung

Péi twong ding ky str dung chig thu so.

20.

USB token

Thiét bi phan ciimg duoc str dung dé bao quan va
st dung cip khoa trong ha tang khoa cong khai.

21.

Electronic
Creation Data

Signature

Dt liéu duy nhét duoc st udngj cho viéc tao chir
ky dién tu
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22. | Electronic Signature Dit liéu dién tir duoc sir dung ky sd
Signer Interaction . \ ) o
23. Thanh phan tuong tac nguodi dung
Component (SIC)
i L Module kich hoat ky sb6 duoc thuc thi trong moi
Signature Activation . R o .
24, truong dugc bao vé chong lai viéc st dung trai
Module (SAM) ,
phep
25. | SAD Dit liéu kich hoat ky s6
26. | SAP Giao thyc kich hoat ky s
Trustworthy System | Hé théng déng tin cdy bao gdm may chu/ client
27. | Supporting Server Signing | dé tao chir ky dién tir, st dung khéa ky dudi su
(TWAS) kiém soat duy nhat ciia ngudi ky
28 Data to be Signed | Pinh dang dit liéu dé tao ra chiru ky dién tur (vi
" | Representation (DTBS/R) | du: ma hash)
Thiét bi tao chit ky dién tir hoat dong dudi su
29 Remote Signature Creation | kiém soat truy cap duy nhét ctua nguoi ky, co thé
" | Device (SCDev) 12 phan mém hodc phan ctng dugc cu hinh tao
ra chir ky dién tr
Server Signing | ) L A
30. . Ung dung may chir ky so tao chit ky tir xa
Application (SSA)
Signature Creation | , . .
3L o Ung dung tao chir ky tir xa
Application (SCA)
Signature Creation System | N
32. H¢ thong tao chir ky dién tir
(SCS)
Signature Creation
33. | Application Service | Thanh phan dich vu ing dung tao chit ky s6
Component (SCASC)
Server Signing | Thanh phan dich vu tng dung tao chir ky tir xa
34. | Application Service | sir dung tng dung may chi ky sé cho viéc tao
Component (SSASC) gia tri chir ky thay mat nguoi dung
35. | Server Signing | Nha cung cap dich vu vu may chii/ ing dung ky
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Application Service | so tir xa
Provider (SSASP)
Signature Creation
36. | Application Service | Nha cung cap tmg dung tao chir ky so tir xa
Provider (SCASP)
Electronic  Identification L ..
37. Quy trinh dinh danh nguo1 dung
(elD)
Means of  Electronic L
38. L Phuong tién dinh danh
Identification
Tap hop dit liéu cho phép thiét 1ap danh tinh ct
Personal Identification aAp Op . lﬁu? ° pAep je a? a,n Hi Cué
39. Data mot ca nhan, phap nhan hodc mot cac nhan dai

dién cho mdt phép nhan
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