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GIOI THIEU DICH VU

[l 721 SAO CAN PHAI SI? DUNG CHUNG THU'C CHU KY SO ?

Cé nhiéu giai phap dwoc dwa ra d& dam bao an ninh cho cac giao dich trwc tuyén nhu:
st dung mat khdu manh, ma tran day s6, mat khau dung mét lan (OTP — One Time
Password). Tuy nhién, cac giai phap nay déu ton tai nhirng diém yéu khién cac giao
dich khéng thwe sy dwoc ddm bao. LAy vi du trong s cac giai phap trén, OTP dwoc
danh gia cao hon ca, nhwng gidi phap nay khéng dwoc cong nhan vé phap ly va cé thé

bi tAn cong Phishing (Itra d&o).

Chirng thu sé dwoc thiva nhan la gidi phap giai quyét triét dé cac nguy co an ninh trong
céc giao dich tryc tuyén, cling nhw dwgc cong nhan vé phap ly. Chinh vi thé, hién nay
hau hét cac dich vu ngan hang, chirng khoan va céc dich vu hanh chinh coéng ctia cac
nwéc nhw Han Quéc, Malaysia, Singapore, Trung Quéc... st dung gidi phap Ching

thw s6 cho cac cac giao dich dién tir.

http://www.bkavca.vn

[l oicH vu cHUNG THYC CHE KY SO BkaveA

Thang 3/2010, B6 Théng tin va Truyén théng da cap gidy phép cung cép dich vu
chirng thue chir ky sd cong cong cho cdng ty An ninh mang Bkav, Bkav tré thanh mot
trong nhirng nha cung cép dich vu dau tién dua ra thi trwéng day da cac loai hinh dich

vu chirng thwe chiv ky sdvaditén thwong mai BkavCA.
Cac san pham, dich vu BkavCA gém co:

= Chingthwsb canhan

= Chingthwsbé SSL

= Chirngthw s CodeSigning

« Gidiphap PKIlcho doanh nghiép

[l 721 sA0 NEN S DUNG DICH VY BkaveA

= Bkav la nha cung cép giai phap an ninh mang hang dau tai Viét Nam vi trén 15

nam kinh nghiém.

= BkavCAdat cactiéu chuan an ninh quéc té: hé thdng quan ly an ninh théng tin ISO

27001, chuan an ninh FIPS PUB 140-2 m&c 3...

= V6i kinh nghiém cta mot nha san xuat phdn mém c6 nhiéu sadn phdm duoc st
dung réng rai trén thj trwong, Bkav san sang hé tro tich hop chrng thw sbvao rng
dung cla khach hang, tang tinh tién lgi trong st dung dich vu chirng thwc chir ky

SO.

http://www.bkavca.vn
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CHUNG THUC CHU KY SO

[l HE THONG CUNG CAP DICH VU

BkavCA dat céc tiéu chuén an
ninh quéc té va céc yéu céu khat
khe vé an ninh theo quy dinh cta

phép luét: hé théng quan ly an
ninh théng tin ISO 27001, chuén
anninh FIPS PUB 140-2 mure 3.

Hé théng giam sat va kiém soat an ninh 24x7.

Kiém soat

truy cap

Khach hang st dung dich vu BkavCA dwoc hudng dich vu chdm séc, hd tro
chuyén nghiép nhét.

V&i kinh nghiém cta mét nha sén

xuat phdn mém cé nhiéu san

A.9 A.10 z ) R <A
An ninh vat Iy va Quan Iy trao dbi phém duoc s dung rong réi trén
madi trwong va van hanh

A.12
Xay dwng cac
hé théng phat
trién va duy tri

thi trwong, Bkav sén sang hé tro

tich hop chiing thw sé vao tng
dung ctda khéach hang, téang tinh
tién loi trong st dung dich vu

Van hanh theo hé théng quan Iy an ninh théng tin ISO 27001. i ] ching thurc chivky sé.
Bkav ho trgr tich hop chirng thw s6 vao trng dung cia khach hang.

http://www.bkavca.vn http://www.bkavca.vn
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SAN PHAM & DICH VU

Il cHune THY SO cA NHAN

Twong tw nhw “chirng minh thw dién t&”, chirng thw sé ca nhan giup nguoi ding
chirng thwe ban than trong cac giao dich dién tlr. Khach hang cé thé st dung chirng
thw sb nay dé tham gia Internet Banking, giao dich chirng khoan trwc tuyén, khai bao

thué, khai béo hai quan trwctuyén. ..

Chirng thu s6 ca nhan gitip nguwdi stz dung yén tam véi khd ndng ma héa dir liéu chéng
nghe trém (sniff), @@m bao théng tin khéng bi thay ddi trai phép khi thwe hién cac giao

dich trén Internet.

B cHunG THU s6 ssL

Ching thu sb SSL dwoc sir dung cho cac website. Khach hang khi truy cap vao
website c6 st dung chirng thw s& SSL ¢6 thé xac minh tinh xac thwe (tin cay) cua
website d6. Moi théng tin trao dbi gitra website va khach hang dwoc ma héa, tranh

nguy co nghe trdm thong tin.

http://www.bkavca.vn

[l cHonG THUY s6 coDE sieniING

Chng thu s6 CodeSigning dwoc st dung cho cac nha san xuét phan mém dé chirng

thwe va dadm bao tinh toan ven ctia sdn pham.
Nh& chirng thw s6 CodeSigning, ngudi str dung c6 thé yén tam vé ngudn gbe cua

phan mém khi cac s&n phdm d6 dwoc chirng thue.

[ A PHAP PKI CHO DOANH NGHIEP

ng dung PKI gitip nang cao tinh an ninh ctia cac phdn mém nghiép vu, cac dich vu

mang nhw hé théng mang khéng day Wifi, mang riéng ao VPN...

V&i ddi ngli chuyén gia tw van an ninh va cac ki suw phan mém hang dau, Bkav cung
cp giai phap hiéu qua va an toan nhét trong viéc (rng dung PKI vao cac hé théng

phan mém, dich vu mang s&n cé clia khach hang.

http://www.bkavca.vn
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HOI PAP

Contact Center

B s<avchia g

BkavCA 1a dich vu chirng thuc chi ky sb cong cong do Cong ty An ninh mang Bkav

cung cap.

Dich vu chivrng thuc chiv ky s6 do Bkav cung cép c6 gi khac so véi dich vu
clia cac nha cung cap khac ?

V&i hon 15 nam kinh nghiém hoat dong trong linh vwc an ninh mang, dich vu chirng

thuc chiv ky s6 do Bkav cung c&p d&m bado mirc dd an ninh cao nhét.

Doéng thoi, la mét nha san xuat phan mém, Bkav c6 thé hd tro' tich hop chirng thu sb

vao ng dung clia khach hang.

. Tinh phap ly clia chirng thw sé do Bkav cung cép ?

BkavCA la nha cung cép dich vu chirng thuc chir ky s6 cdng cdng dwoc cip phép béi
B6 Théng tin va Truyén théng, do vay chirng thw s6 do Bkav cung cép dwoc phap luat

ViétNam cdéng nhan.

http://www.bkavca.vn

La mét cong ty chirng khoan, ching téi dang du kién xay dwng hé théng giao
dich trwc tuyén cho cac nha dau tw, dich vu ndo cla Bkav thich hop cho hé
thdng giao dich nay cla ching toi ?

C6 nhiéu gidi phap dwoc dwa ra dé ddm bao an ninh cho giao dich trwc tuyén nhu: stv
dung mat khdu manh, ma tran day s, mat khdu dung mét 1&n (OTP — One Time
Password) va chirng thw s6. Chirng thu s6 dwoc thira nhan 1a gidi phap dam bao an
ninh nhat hién nay, né giai quyét dwoc triét d& cac nguy co an ninh ma cac giai phap
khac khéng c6 dugc, vi du nhu chéng Phishing (Ira ddo), ngoai ra cac giao dich st

dung chirng thu sb con dworc cong nhan vé phap ly.

V6i giao dich chirng khodn truc tuyén, cong ty ban nén st dung chirng thw s ca nhan
cho cac khach hang ctia minh. V&i chirng thu sé nay, ban hoan toan yén tam trong viéc
bao vé cho chinh cong ty ban va cac nha dau tw trwéc cac nguy co nhw: 16 mat khau, 16
va thay ddi théng tin khi giao dich... Chirng thw s ddng thdi Iwu lai théng tin giao dich

lam bang chirng cé tinh phap ly d& st dung néu cé tranh chép sau nay.

Hé théng Internet Banking ctia chiing t6i si dung mat khau diing mét 1an (OTP),
chung t6i muén chuyén sang dung chirng thw sé thay thé cho OTP, Bkav c6 thé
hé tro ching ti nhw thé nao ?

Hé théng Internet Banking ctia ban dang st dung OTP c¢é thé bi tAn cong Phishing (Itra

dao), ngoai ra cac giao dich str dung OTP khéng duoc cong nhan vé phap ly.

Dé& chuyén sang str dung chirng thu sé thay cho OTP, Bkav v&i cac chuyén gia tw van
an ninh ciing déi ngi ky sw phan mém day dan kinh nghiém, sé phéi hop cung ban
khdo sat, phan tich va dua ra ra phwong an tich hop chirng thw sé6 phu hop véi hé
théng da co ctia ban. Ngoai ra ban c6 thé chon giai phap st dung song song OTP va
ching thw s6 néu mudn tan dung hé théng OTP s8n cé. Cac giao dich cé gia tri I6n
(nha d4u tw co giao dich I&én) c6 thé sir dung chirng thw sé, v&i cac giao dich gia tri thap

(nha dau tw nho) c6 thé van sir dung OTP va chuyén dan sang chirng thw sé.

http://www.bkavca.vn
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